Understanding, Installing and Troubleshooting the VPIM Transport Event Sink

Scope:

The implementation of VPIM in Cisco Unity requires that the Exchange 2000 Voice Connector process all inbound messages.  This document focuses on the VPIM Transport Event Sink, a component of inbound message routing.

Audience:

Individuals who design, implement or support the Cisco Unity implementation of VPIM are audience candidates.  An understanding of the Cisco Unity VPIM feature, including the Exchange 2000 Voice Connector, is required.  

Incoming VPIM Message Overview:

A raw incoming VPIM message is not suitable for delivery to a subscriber mailbox.  Before the message can be delivered, significant processing is required.  The component which handles this processing is the Exchange 2000 Voice Connector.  Its role is to accept incoming messages from Exchange, perform the necessary processing, and then submit them back to Exchange for final delivery to a subscriber’s mailbox.   

Internet Mail Connector Encapsulated Addressing (IMCEA) is used to route messages to the Exchange 2000 Voice Connector.  IMCEA is an Exchange feature, which allows for messages to be classified into different address types using SMTP.  Each address type is routed within the Exchange Organization to a connector which can support it.  IMCEA formatting is as follows:

IMC encapsulation prefix: IMCEA 

Exchange address type 

Hyphen (-) 

Actual address 

At sign (@) 

Domain

Example: IMCEAVPIM-1000@cisco.com
The Exchange 2000 Voice Connector registers one or more address types based on the protocols selected during installation.  When VPIM is selected, the Exchange address type of VPIM is registered.  Once registered, all messages addressed to an SMTP address beginning with IMCEAVPIM- and ending with a local domain suffix will be routed to the Exchange 2000 Voice Connector.

Unfortunately IMCEA is specific to Exchange and not part of the SMTP protocol.  Therefore, the VPIM specification does not provision for addressing messages using IMCEA format.  To address the need to convert the recipient address of incoming VPIM messages to IMCEA format, Cisco developed a component called the VPIM Transport Event Sink.

VPIM Transport Event Sink:

The VPIM Transport Event Sink is a custom built Transport Event Sink; based on the Windows 2000 SMTP Transport Event architecture which allows for custom built Sinks.  The sole purpose of the VPIM Transport Event Sink is to identify which of the incoming SMTP messages are VPIM messages and convert the recipient address to IMCEA format; thus ensuring Exchange routes the raw VPIM messages to an instance of the Exchange 2000 Voice Connector for processing.  

SMTP Transport Event Architecture:

The Windows 2000 SMTP service is a component of the Windows 2000 operation system.  While Exchange 2000 requires the Windows 2000 SMTP service, it is important to understand that is it not actually a component Exchange 2000.  

The Windows 2000 SMTP service architecture includes functionality called Transport Events.  Transport Events occur when there is some type of activity within the Windows 2000 SMTP service such as the arrival of a message.  Several types of Transport Events exist, each based on the nature of the Event.  The Transport Event architecture allows for COM objects known as Transport Event Sinks to be called when a specific type of Transport Event occurs.  Each Sink is registered to a specific SMTP Virtual Server and the operation of any one Sink is isolated from all others.  Each Sink can take some type of action based on its logic and the message payload.
When a Transport Event occurs, all registered Sinks for the specific type of Event are called by the Event Dispatcher.  The Sinks are called one by one, in order of priority, until all have been called or a Sink returns cdoSkipRemainingSinks.  If a Sink returns cdoSkipRemainingSinks to the Event Dispatcher, no further Sinks are called.  The priority can range from 0 to 32767, with 0 being the highest priority and 32767 the lowest priority.  The default value of 24575 is assigned to a Sink if a priority is not specified during installation.  Sinks with the same priority are called in an indeterminate order. 
A type of Transport Event called an OnArivial event will occur when a SMTP Virtual Server receives a message and before it is submitted to the Exchange 2000 Store.  This type of Transport Event allows a Sink to modify a message before it enters Exchange.  

The VPIM Transport Event Sink is an OnArivial Sink which uses the default priority of 24575 and does not return cdoSkipRemainingSinks to the Event Dispatcher.
Note:

An OnArivial event occurs whenever a message is submitted to the transport core.  This includes when Exchange 2000 sends outbound SMTP mail.  Therefore the Event Dispatcher will call the VPIM Transport Event Sink for inbound and outbound messages.
The following diagram illustrates the Transport Event architecture for incoming messages with the VPIM Transport Event Sink:
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The following diagram is a logical illustration of the Transport Event architecture for incoming messages with the VPIM Transport Event Sink:
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For more information of the Transport Event Architecture please refer to the SMTP and NNTP Transport Event Sinks with CDO section of the Microsoft MSDN Library.  

VPIM Transport Event Sink Logic:

When called, the VPIM Transport Event Sink executes using the following logic:
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The Target Domain represents the domain suffix for the message recipient.


Example:

Inbound VPIM Message

From:   2000@domain.com

To:     1000@cisco.com

In this example the Target Domain is cisco.com.

Sub-domains of the Target Domain are considered to be part of the Target Domain by the VPIM Transport Event Sink.  Therefore the Target Domain value must to be specific enough to exclude the sender's domain name for incoming VPIM messages.
Examples:

Target Domain = cisco.com

From:   2000@vpim-1.cisco.com

To:     1000@vpim-2.cisco.com

In this example the sender is considered to be part of the Target Domain by the VPIM Transport Event Sink and the message is not handled.  Recipient address is not modified.

Target Domain = vpim-2.cisco.com

From:   2000@vpim-1.cisco.com

To:     1000@vpim-2.cisco.com

In this example the sender is not considered to be part of the Target Domain by the VPIM Transport Event Sink but the recipient is so the message is handled.  Recipient address is modified from 1000@vpim-2.cisco.com to IMCEAVPIM-1000@vpim-2.cisco.com.

Target Domain = vpim-2.cisco.com

From:   2000@vpim-1.cisco.com

To:     1000@cisco.com

In this example the sender and the recipient are both not considered to be part of the Target Domain by the VPIM Transport Event Sink and the message is not handled.

The Target Domain used by the VPIM Transport Event Sink is stored in the registry during installation at:

HKEY_LOCAL_MACHINE\SOFTWARE\Active Voice\AvTransSink\TargetDomain

Changes to the Target Domain directly in the registry require a restart of the IIS Admin Service to take effect.

Only a single Target Domain can be stored in the registry.  Therefore each Windows 2000 SMTP server can only support a single Target Domain.  If support is required for multiple Target Domains an additional VPIM Transport Event Sink must be installed on a separate Windows 2000 SMTP server and messages must be routed to that server.
Installation of the VPIM Transport Event Sink:

The VPIM Transport Event Sink must be installed on each SMTP Virtual Server that will receive the inbound VPIM messages.  The VPIM Transport Event Sink can be installed as part of the Exchange 2000 Voice Connector installation or, manually, on its own.  

Installation of the VPIM Transport Event Sink during the Exchange 2000 Voice Connector installation is recommended.  When VPIM is selected, the Exchange 2000 Voice Connector installation wizard provides an option to install the VPIM Transport Event Sink and prompts for the corresponding Target Domain.  When installed in this manner, removal of the VPIM Transport Event Sink occurs automatically if the Exchange 2000 Voice Connector is uninstalled. 

Although installation of the VPIM Transport Event Sink during the Exchange 2000 Voice Connector installation is recommended, situations exist where the Exchange 2000 Voice Connector installation method is not viable or even possible.  For those situations the manual installation is required.  Situations where the VPIM Transport Event Sink must be manually installed are as follows:

1) The VPIM Transport Event Sink is required on a clustered Exchange 2000 Server.  

2) The VPIM Transport Event Sink is required on an Exchange 2000 Server, which will not have the Exchange 2000 Voice Connector installed.  

3) The VPIM Transport Event Sink is required for an SMTP Virtual Server other than the first SMTP Virtual Server.

Manual installation of the VPIM Transport Event Sink increases the possibility of installer error.  For example, with manual installation, there is no mechanism to prevent the VPIM Transport Event Sink from being installed multiple times.  Multiple instances of the VPIM Transport Event Sink will dramatically grow the debug log, when enabled, and possibly degrade server performance.  Manual installation should only be considered if installation during the Exchange 2000 Voice Connector installation is not viable. 

Prior to attempting a manual installation of the VPIM Transport Event Sink, a complete backup of the IIS Metabase is recommended by Cisco.  Refer to Microsoft KB article 241635 for information on backup and restore of the IIS Metabase.   

Steps to manually install the VPIM Transport Event Sink:

Step 1:

Create a new directory on the Exchange 2000 server where the VPIM Transport Event Sink will be installed.  This directory will be used to store the file required for the VPIM Transport Event Sink.

Example: 

c:\CsEventSink

Step 2:

Locate the CsEventSink folder, which is in the Exchange 2000 Voice Connector installation directory (VoiceConnector-Ex2000) and copy the contents to the new directory.  The contents of the directly are the CsEventSink.dll, Registersink.bat, smtpreg.vbs and unregsink.bat files.

Edit the Registersink.bat file with notepad.  Make the following changes to the Registersink.bat file:

Required Changes:


Modify the domain portion of the "ECHO "TargetDomain"="rsehgalmaindom.cisco.com" >> registry.reg" statement to reflex the desired Target Domain.

Example: 

ECHO "TargetDomain"="cisco.com" >> registry.reg

Modify the "regsvr32 CsEventSink.dll" statement to include the path to the CsEventSink.dll file.

Example: 

regsvr32 c:\CsEventSink\CsEventSink.dll

Modify the "cscript smtpreg.vbs /add 1 OnArrival ModRecips ModifyRecipientList.NewRecipList "RCPT TO=*"" statement to include the path to the smtpreg.vbs file.

Example: 

cscript c:\CsEventSink\smtpreg.vbs /add 1 OnArrival ModRecips ModifyRecipientList.NewRecipList "RCPT TO=*"

Modify the "cscript smtpreg.vbs /delprop 1 OnArrival ModRecips source rule" statement to include the path to the smtpreg.vbs file.

Example:

cscript c:\CsEventSink\smtpreg.vbs /delprop 1 OnArrival ModRecips source rule

Optional Changes:

SMTP Virtual Server:

Within the "cscript smtpreg.vbs /add 1 OnArrival ModRecips ModifyRecipientList.NewRecipList "RCPT TO=*"" and "cscript smtpreg.vbs /delprop 1 OnArrival ModRecips source rule" statements the "1" value represents the SMTP Virtual Server the VPIM Transport Event Sink will be registered with.  It a situation where the VPIM Transport Event Sink must be registered with an SMTP Virtual Server other than the default first SMTP Virtual Server, modify this value to represent the number associated with the desired SMTP Virtual Server.

Example:

cscript c:\CsEventSink\smtpreg.vbs /add 3 OnArrival ModRecips ModifyRecipientList.NewRecipList "RCPT TO=*"

cscript c:\CsEventSink\smtpreg.vbs /delprop 3 OnArrival ModRecips source rule

Display Name:

Within the "cscript smtpreg.vbs /add 1 OnArrival ModRecips ModifyRecipientList.NewRecipList "RCPT TO=*"" and "cscript smtpreg.vbs /delprop 1 OnArrival ModRecips source rule" statements the "ModRecips" value represent the display name of the VPIM Transport Event Sink.  When installed through the Exchange 2000 Voice Connector installation the display name used is Cisco Unity VPIM Transport.  Though completely arbitrary, it may be desirable to use a specific display name.  To do so, edit this value to represent the desired value.  If the value contains a space such as Cisco Unity VPIM Transport does, double quotation marks must be placed around the value.  

Example:

cscript c:\CsEventSink\smtpreg.vbs /add 1 OnArrival "Cisco Unity VPIM Transport" ModifyRecipientList.NewRecipList "RCPT TO=*"

cscript c:\CsEventSink\smtpreg.vbs /delprop 1 OnArrival "Cisco Unity VPIM Transport" source rule

Step 3:

Execute the Registersink.bat file.

Step 4:

HKEY_LOCAL_MACHINE\SOFTWARE\Active Voice\AvTransSink

Steps to manually remove the VPIM Transport Event Sink:

Step 1:

Edit the unregsink.bat file with notepad.  Make the following changes to the unregsink.bat file:

Modify the following values within the "cscript smtpreg.vbs /remove 1 OnArrival ModRecips" statement:

smtpreg.vbs to include the path to the smtpreg.vbs file.

Example:

cscript c:\CsEventSink\smtpreg.vbs /remove 1 OnArrival ModRecips

ModRecips if the display name of the VPIM Transport Event Sink is other than ModRecips.  A display name that includes a space requires double quotes.

Example:

cscript c:\CsEventSink\smtpreg.vbs /remove 1 OnArrival "Cisco Unity VPIM Transport"

1 if the SMTP Virtual Server that the VPIM Transport Event Sink is registered with other than 1.

Example:

cscript c:\CsEventSink\smtpreg.vbs /remove 3 OnArrival ModRecips

Step 2:

Execute the unregsink.bat file.

Troubleshooting:
Once installed and configured correctly very few instances exist which will require troubleshooting.  When troubleshooting is required, the diagrams and logic presented previously should be followed step by step until the cause of the failure is identified.  Several tools exist to assist with troubleshooting efforts.  

Troubleshooting Tools:

MetaEdit:

MetaEdit is a GUI based tool from Microsoft, which allow for Sinks to be viewed, modified and deleted.  Microsoft KB article 232068 provides information on how to download, install and remove MetaEdit.  

All OnArrival Sinks including the VPIM Transport Event Sink can be view in MetaEdit at:

LM\SmtpSvc\<SMTP Virtual Server>\EventManager\EventTypes\

{FF3CAA23-00B9-11D2-9DFB-00C04FA322BA}

Note:

Installing MetaEdit on a Cisco Unity server requires that Cisco Unity be shutdown prior to installation.  

Archive Sink Utility:

The Archive Sink Utility is a custom Sink from Microsoft, which archives messages to a specified directory when executed.  Microsoft KB article 307798 provides information on the installation and configuration of the Archive Sink Utility.

The Archive Sink is installed with a priority of 28000, which means that it will archive message after the VPIM Transport Event Sink has executed.  After installation verify that the Archive System Messages, Dump P1, Enable PreCat and Enable Smtp Messages registry vales are set to 1.  Changing these values requires a restart of the IIS Admin service.   
In might be advantageous in some situations to position the Archiving Sink before or after another Sink for troubleshooting purposes.  In these situations MetaEdit can be used it alter the priority of the Archive Sink.  Changing the priority requires a restart of the IIS Admin Service.    

The following is an example of a VPIM message, which passed through the VPIM Transport Event Sink and was archived by the Archive Sink:
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The original recipient is noted in the TO field and the IMCEA address is noted in the x-receiver field.  

The same file that is used to install the Archive Sink can be used to display all OnArrival Sinks, which are installed within an SMTP Virtual Server.  This includes the VPIM Transport Event Sink.  The following is an example of this functionality:

[image: image5.jpg]ngs\Adninistrator>cscript
display 1
Microsoft CRY Windows Script Host Uersion 5.6

isplaying Onfirrival Bindings

ID = (F216D218-3517-4B7D-875E-66B6290A2658>
DisplayName = Archive Submission Sink
SinkClass = ArchiveSink
priority = 28808
UirtualServer = 1
Archivelocation = c:\tmp

1D = C3C1EG451-AR17-4AES-ADE7-208B81B8FFS5>
Priority = 24575
DisplayNane sco Unity UPIN Transport
SinkClass - ModifyRecipientList.NeuRecipList

isplaying OnPostcat Bindings

ID = (53F4ADS4-68C4-488A-BF86-E2GE199CDFAZ>
DisplayName = Archive Submission Sink

SinkClass = ArchiveSink

priority = 28808

UirtualServer = 1

Archivelocation = c:\tmp

Finished.
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This example shows that there are two OnArrival Sinks installed, one is the Archive Sink with a priority of 28000 and the other is the VPIM Transport Event Sink with a priority of 24575.

Microsoft Exchange 2000 SMTP Transaction Logging:

SMTP Transaction Logging is feature of Microsoft Exchange 2000 Server.  Microsoft KB article 266686 provides guidelines on configuring SMTP Transaction Logging.  The W3C Extended Logging format is recommend with the following flags set:

Date (date)

Time (time)

Service Name (s-sitename)

Method (cs-method)

URI Query (cs-uri-query)

The SMTP Transaction Logging can be used to verify which SMTP Virtual Server received a specific incoming message should multiple SMTP Virtual Servers exist.  The original TO and FROM will also be logged which can assist in VPIM Transport Event Sink troubleshooting. 

The following is an example of an SMTP Transaction Log: 
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This example shows an inbound message from 2000@domain.com to 1000@cisco.com.  The SMTP Virtual Server which received the message is SMTPSVC1 or in some notations simply 1.  

VPIM Transport Event Sink Logging:

VPIM Transport Event Sink logging is a feature of the VPIM Transport Event Sink.  Called during execution of the VPIM Transport Event Sink; the log is the primary tool used to troubleshoot the logic of the VPIM Transport Event Sink.
Two registry keys located at HKEY_LOCAL_MACHINE\SOFTWARE\Active Voice\AvTransSink control the VPIM Transport Event Sink Logging:
The LogLevel DWORD is used to enable or disable logging.  A value of 1 enables and a value of 0 disables.  

The LogFilePath string value provides the path for the VPIM Transport Event Sink to log to.  The value must be a local path and include a \ at the end.
Example:

C:\Program Files\Exchsrvr\VoiceGateway\logFiles\
When the VPIM Transport Event Sink is installed as part of the Exchange 2000 Voice Gateway installation the keys are automatically created.  When manually installed they are not.
Enabling and disabling logging or changing the log path requires a restart of the IIS Admin Service.  Once enabled, data is logged to a file named CsEventSync.log which is created automatically.  

The following is an example of CsEventSync.log file:
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This example shows an inbound message from 2000@domain.com to 1000@cisco.com.  The address is converted to IMCEA format because the message matches the logic of the VPIM Transport Event Sink.
