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Preface

This document will cover the installation and configuration of all the required software’s which are
essential for achieving Single Sign-on solution with Cisco Unified Communications Manager 8.5.,
which has been covered in respective chapters, here is the brief pictures of coverage on each chapter.

Chapter 1: This chapter covers brief introduction on the products which are installed and configured
as part of this document.

Chapter 2: This chapter covers installation of Active Directory Service on Domain controller, Skip
this chapter if you already have the domain controller setup in your environment.

Chapter 3: This chapter covers installation of DNS on domain controller, SKkip this chapter if you
already have the DNS configured on your domain controller.

Chapter 4: This chapter covers configuring the desktop as the domain computer of the above setup
domain controller, Skip this chapter if your desktop is already a domain computer of the domain
controller which is under test.

Chapter 5: This chapter covers brief introduction of OpenSSO and OpenAM.

Chapter 6: This chapter covers installation and configuration of Linux 0S/Windows OS for OpenAM
deployment.

Chapter 7: This chapter covers installation and configuration of Apache Tomcat with SSL on Linux
and Windows Platform which is setup in the chapter 6.

Chapter 8: This chapter covers provisioning Active directory for Windows Desktop SSO
Authentication.

Chapter 9: This chapter covers installing OpenSSO Enterprise on Linux /Windows platform.

Chapter 10: This chapter covers configuring OpenSSO with policies, agents and authentication
module instance.

Chapter 11: This chapter covers un-installing OpenSSO Enterprise on Linux/Windows platform.
Chapter 12: This chapter covers configuring browsers for Single Sign-on.

Chapter 13: This chapter covers SSO Enable/Disable/Status on Cisco Unified Communications
Manager 8.5

Chapter 14: This chapter covers SSO Enable/Disable/Status on Cisco Unified Communications
Manager 8.6

Chapter 15: This chapter covers SSO Enable/Disable/Status on Cisco Unity Connection 8.6

Chapter 16: For the high availability of OpenSSO server, OpenSSO Enterprise session failover can be
implemented. This chapter explains how to configure OpenSSO Enterprise session failover. Skip this
chapter if you do not wish to have OpenSSO session failover.
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1 Introduction

This document will cover the installation and configuration of all the required software
components which are essential for achieving Single Sign-on solution with Cisco Unified
Communications Manager 8.5.

Below is the list of products which are being installed and configured as part of this guide:

e Microsoft Windows 2003 server with SP2 -> for Domain Controller and DNS
configurations. For instance in this guide, the domain controller is configured for the
domain vrajoli.com

e Redhat Enterprise Linux(RHEL) 5.5 = for OpenAM deployment.
e  Microsoft Windows 2003 server = for OpenAM deployment.
e  Windows XP with SP3 = Client Desktop

NOTE: If you are planning to in use Windows 2008 Server for configuring active
directory, make sure Windows 2008 server has SP2 installed.

2 Configuring Domain Controller on Windows 2003
Server

Setting up active directory using the run command dcpromo is a straightforward procedure. To
begin, from your windows 2003 server desktop go to Start click on Run and type dcpromo and hit
Enter.

The “Welcome to the Active Directory Installation Wizard” should come up:

Active Directory Installation Wizard x|

Welcome to the Active Directory
Installation Wizard

Thiz wizard helps vou install Active Directon services on this
zerver, making the server a domain controller.

[f thig iz the first ime you have installed Active Directony, it is
recommended that wou first read the overviesw in Active
Directary Help.

To continue, click Mest,

¢ Back

Cancel |
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Click on Next. On the following window, you will get a warning about compatibility issues with
other Operating Systems. Improve security settings in Windows Server 2003 affect older

versions of windows:

Active Directory Installation Wizard x|

Operating System Compatibility /
Improved security zettings in wWindows Server 2003 affect older versions of
Windows,

Domain contrallers running 'Windows Server 2003 implement security zettingz that
require clientz and other servers to communicate with thoze domain controllers in a maore
FECUIE WAy,

Some older verzions of Windows, including *Windows 35 and *Windows MT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, zome non-Windows spztems, including
Apple Mac 05 % and SAMBA clientz, might not meet these requirements.

For maore information, zee Compatibility Help.

Cancel |

¢ Back
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After reading and evaluating the consequences, click Next. On the next screen, you will get two
options. The first option asks you if you want the server to become a domain controller for a new

domain or if you want the server to be an additional domain controller for for an existing

domain:
Active Directory Installation Wizard x|
Domain Controller Type /
Specify the role you want this zerver to hawve.

Do you want thiz server bo become a domain controller far a new domain or an
additional domain contraller for an exigting domain’?

i= i_Ql:umain contraller for a new domair

Select thiz option to create a new child domain, new domain tree, or new forest.
Thiz zerver will become the first domain contraller in the new damain.

i~ Additional domain controller for an existing domain
& Froceeding with this option will delete all local accounts on thiz server.

&l cryptographic keys will be deleted and should be exported before
cohtinLing.

Al encrypted data. zuch az EFS-encippted filez or e-mail, should be decrypted
before continuing or it will be permanently inacceszible.

< Back I Mest = I Cancel
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Select the first option and click Next. On the next window, you will get three options. the first
option is to setup the domain in a new forest. Select this option if its the first domain controller

on your organization, or if you want it to be totally independent from any forest.

Option two: Child domain in an existing domain tree. select this option if you want the domain to
be a child domain from an existing domain. option three: Domain tree in an existing forest. if you
don’t want any of the above, select this option.

Active Directory Installation Wizard |

Create Hew Domain /
Select which tppe of domain to create.

Create a new:

* Domain if 3 new foresk

Select this option if thiz iz the first domain in your organization or if you want the new
domain to be completely independent of your current forest.

" Child damain in an existing domain tree

If you want the new domain to be a child of an existing domain, select this optian.
For example, you could create a new domain named
headquarters. exarnple. microsoft. com az a child domain of the domain

example. rmicrosoft. com.

" Damain e in an existing forest

If you don't want the new damain bo be a child of an existing domain, select this
option. Thig will create a new domain tree that iz zeparate from any existing trees.

£ Back I Hext = I Cancel
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In our case, choose the first option, and click Next. On the next screen, we need to type the full
DNS name for the new domain:

Active Directory Installation Wizard | x|
Mew Domain Hame /
Specify a name far the new domain.

Type the full DMS name far the new damain
[for example: headguarters. example. microsaft. com).

Full DMS name for new domain;

Ivraiu:uli.u:u:un“

¢ Back I Meut » I Cancel

Type the full DNS name like vrajoli.com, and click on Next. On the next screen, we need to choose
the NETBIOS name. This is the name earlier version of windows users will be using to identify
the new domain.
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Active Directory Installation Wizard | x|
MetBI0OS Domain Hame /
Specify a HetBI0S name for the new domain.

Thiz iz the name that uzers of earlier verzsions of Windows will use to identify the new
domain. Click Mest to accept the name shown, or tupe a new name.

Daomain MetBIOS name: IVHMDL"

¢ Back I Meut » I Cancel

Choose the name, and click Next. On the next screen, you need to select the location of where

you want to store the database and log files. for best performance store them in separate disks.
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Active Directory Installation Wizard |

Database and Log Folders ;
Specify the folders to cantain the Active Directory databasze and log files.

For best perfformance and recoverability, ztore the database and the log on zeparate
hard dizkz.

YWhere do you want bo stare the Active Directory databaze?

Databaze folder:
IE:'&WINDDWSHNTDS Browse...

YWhere do you want ko stare the Active Directary log?
Log folder:

IE:'\WINDDWSRNTDS Browsze. .. |

< Back Cancel

Choose the location where you want the active directory database and logs, and click Next.

Next, the Shared system volume window will come up. here, you need to choose the location on
where you want to store the SYSVOL files. this folder contains the domain public files and are

replicated to all the domain controllers in the domain.
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Active Directory Installation Wizard x|

Shared System Yolume /
Specify the folder to be shared as the susten wolume.

The S%"SYOL folder stores the zerver's copy of the domain's public filez. The contents
of the 5%'SY0L folder are replicated to all domain contrallers in the domain.

The 5%"SYOL folder must be located on an MTFS volume.
Enter a location for the S%'SWOL folder.

Folder location:

C:AWwIND WSS YSYOL Browsze... |

< Back

Cancel |

Choose the folder location, and click Next. On the next window, the DNS registration diagnostic
will show up. here most likely you will get ” Diagnostic failed” and will give you three options.
First option: it will allow you to perform the DNS diagnostic again,if you have corrected the

problem.

Option two: it gives you the option to allow the active directory wizard to install and configure
DNS for you, and use this DNS as the primary DNS for this server. third option, it allows you to

bypass this window if you plan to correct the problem later on.
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Active Directory Installation Wizard

DMS5 Registration Diagnostics
Werify DMNS support, or install DMS on this computer.

Diagnostic Failed -
The registration diagnostic has been mn 1 time.
W arning: Domain Controller functions like joining a domain, logging onto a domain,

and Active Directory replication will not be available until the DS infrastructure for
Active Directony iz corectly configured.

The wizard could not determing the name and addresz of the DMNS server with
which thiz domain controller will be regiztered.

For mare information. including steos to corect this oroblem. zee Helo. LI
™ | have comected the problem, Perfarm the DN S diagnostic test again.

¥ |ngtall and configure the DMNS server on thiz computer, and zet this computer to use
thiz DMS server az itz preferred DMS server.

| will comect the problem later by configuring DMS manually. [Advanced]

¢ Back I Mest » I Cancel

We will choose the option to Install and configure DNS server on this computer and set this

computer to use this DNS server as its preferred DNS server. then click Next.

On the next window, you need to choose what type or permissions you want for users and group
objects. Here you will get two options. the first options: select this option if you run server
programs with pre-windows 2000. option two: select this option, if you only run windows

servers 2000 and windows servers 2003 on your domain.
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Active Directory Installation Wizard x|

Permizsions /
Select default permizzions for uzer and group objects.

Some server programs, such as Windows MT Remote Access Service, read infarmation
ztored on domain controllers.

{~ Pemmizsions compatible with pre-windows 2000 server operating systems

Select thiz option if you run server programs on pre-windows 2000 server operating
gygtems or o Windows 2000 or wWindows Server 2003 operating systems that are
memberz of pretwfindows 2000 domains.

& Anonumouz uzers can read information an this domain.

{* Pemizzions compatible anly with Windows 2000 or Windows Senver 2I:II]3§
operating zpztemns i

Select thiz option if you run zerver programs anly on Windaws 2000 or Windows
Server 2003 operating systems that are members of Active Directony domainz. Only
authenticated uzers can read information on this domain.

¢ Back I MHest » I Cancel

Select the second option, and click Next. On the next window, you need to enter the Directory
services restore mode administrator password. This password is used when you start the
computer in directory services restore mode. This account is different from the domain

administrator account.

Active Directory Installation Wizard x|

Directory Services Restore Mode Administrator Password /
Thiz pazsward iz uzed when you start the computer in Directory Services Restore
bode.

Type and confirm the pazsword you want ko azzign to the Adminiztrator account uzed
when thiz server iz started in Directary Services Restore Mode.

The restore mode Adminiztrator account iz different from the domain Adminiztratar
account. The pazswords for the accounts might be different, 2o be sure to remember

biath.
Restore Mode Pazsword: I'""-"vu
Confirm pazsword: I-"uuu

Far maore information about Directory Services Restore Mode, see Active Directarn Help.

< Back

Cancel |
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Type your chosen password, and click Next. Next, you will get the summary of all the options you
have chosen during the active directory wizard. remember, the domain administrator account

password is the same as the current local administrator password.

Active Directory Installation Wizard
Summary P
Rewview and confirm the options pou selected.

You chose bo;
Configure this server as the first damain contraller in a new farest of domain rees. «

The news domain name iz wrajol.com. Thiz iz alzo the name of the new faorest.
The MetBIOS name of the domain is WESIOL
Database folder C:AWINDOWSAMTDS

Log file falder: C:YIMDOMWSYNT DS
SYEVOL folder: C:AWINDOWSSSYSYOL

The DS service will be installed and configured on this computer. This computer
will be configured to uze thiz DMS server az itz prefered DMNS server.

=]

To change an option, click Back. To beqin the operation, click Mest.

< Back I Mest = I Cancel |

Click Next. The active directory installation should begin.

Active Directory Installation Wizard

The wizard iz configuring Active Directory. Thiz process can take several minutes or
cohziderably longer, depending an the options you have zelected.

Starting...
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Duirng this process, Active Directory starts installing DNS and prompts you to insert the
Windows Server 2003 CD-ROM, Please insert the CD-ROM and press OK.

sert Disk x|

.f’.) Please inzert the Compact Dizc labeled "wWindows
L.,_&;i Senver 2003, Standard Edition CO-ROM" inko pour

CD-ROM dive [D:) and then click OF. Cancel |

You can alzo chick OF i you want files to be copied
fram an altemate location, such az a floppy dizk or a
network, server.

Installation of DNS server and its configuration begins.

Windows Setup - Installing DNS Seryer |

Configuring Components
Setup iz making the configuration changes you requested.

' : Pleaze wait while Setup configures the compaonentz. This may take
zeveral minutes, depending on the components selected.

Statuz:  Completing configuration of Management and Monitoring Tools...

A

< Back st =
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Active Directory Installation Wizard

The wizard iz configuring Active Directory. Thiz process can take several minutes or
conziderably longer, depending an the options you have selected.

el

Configuring the DNS zervice on this computer.

Skip DHS Inztallation

You will see below screen.

Active Directory Installation Wizard

Installation Wizard

Completing the Active Directory

domain vrajol.com.

To cloge thiz wizard, click Finizh.

dtive Directory iz now installed on thiz computer for the ;I

Thiz damain contraller is agzigned to the site
Drefault-Firgt-Site-Mame. Sites are managed with the
Bdtive Directory Sites and Services adminiztrative tool,

% Back I Finizh I

Click on Finish and restart the computer. Active Directory should be now installed.

Active Directory Installation Wizard x|

YWindaws muzt be restarted befare the changes made by the Active
Drirectary [nstallation wizard take effect.

Festart Mow Dian't B estart Mo
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3 Configuring DNS on Windows 2003 server domain

controller

DNS gets installed along with AD configuration, only the configuration has to be done on DNS Server.

To configure DNS, go to Start Menu - Programs - Administrative Tools > DNS.

You will see the below screen. Under forward lookup zone, you see the domain controller configured.

_;._ dnsmigmt - [DNS' CISCO-4WI613FSN Forward Lookup 2ones' yrajoli.com]

B

B CISCO-4WIG1SFSN

@ Ewent Wiewer

= Farward Locokup Zones
" _msdcs, wrajoli.com

£ (50

L _sites

D _tcp

D _udp

CI DomainbDnsZones
CI ForestDnsZones
[]—-D Reverse Lookup Zones

'Eq Eile  Action MWew window Help |;|i|i|
¢ | AEXFIR 2E|(EEAE
,.g., DS vrajoli.com 1lr

Tarme

Type

Data

@ _msdcs

D _sites

|:| _fcp

a2 _udp

|:| DamainbnsZones

D ForestDnsZones

(same as parent Folder)

Start of Authority (SOA)
Mame Server (N3)

Hask (A}

Huosk (A}

Huosk (A}

[20], cisco-dwit13fsn . vrajoli...
cisco-wig 3fsn, vrajoli.com,
9.7.55.180

10.75.67.135

9.7.55.180

Now Reverse Lookup Zone needs to be created. Right click on Reverse Lookup Zone and click on New
Zone.
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=1l

.E-' File  Action  Wiew  Window

2 dnsmgmt - [DNS', CISCO-4WIG13FS5NReverse Lookup Zones]

Help

| =11

e~ | AamE B @8 5 &

& oS
= E cIsco-4wia1aFsh
@ Event Viewer
=- Forward Lookup Zones
" _msdes. vrajoli.com
E| wrajoli.com

% _msdcs

-- _sites

[:I _tcp

[:I _udp

[:I DarmainbnsZones
-1 ForestDnsZones

e l(] add a New Zone

infarmation about one or more contiguous DNS domains,

To add a new zone, on the Ackion menuy, click Mew Zone,

Reverse Lookup Zones

The Domain Mame System (OMS)Y allows a DMNS namespace to be divided into zones. Each zone stores

You will see below screen.

Mew Zone Wizard

Welcome to the New Zone
Wizard

This wizard helps wou create a new zone for your DS
sErver,

& zone kranslates DMS names to related data, such as IP
addresses or nebwork services,

Tao cantinue, click Mesxt,

< Back Cancel Help
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Click on Next, you will see Zone type configuration wizard. Select Primary Zone.

New Zone Wizard |

Zone Type Q
The DMS server supports various kypes of zones and storage. ‘

Select the type of zone you want to create:

Creates a copy of a zone that can be updated directly on this server.

" Secondary zone

Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance,

" Stub zone

Creates a copy of a zone containing only Mame Server (M3, Start of Authority
(504), and possibly glue Host (&) records, & server containing a stub zone is not
autharitative For that zone,

[V sStore the zone in Active Directory {available only if DMS server is a domain cantraller)

< Back I Mext = I Cancel Help

Click Next, you will be asked how you wish to replicate DNS date in the network. Select “To all
domain controllers in the Active Directory domain”

New Zone Wizard
Active Directory Zone Replication Scope Q
You can select how you wank DMS data replicated throughout vour network, ‘

Select how ywou want zone data replicated:

" To 4l DMS servers in the Active Directory Forest vrajoli,com

" To all DMS servers in the Active Directory domain vrajoli.com

& To all domain contrallers in the Ackive Directory domain vrajoli.com

Choose this option if the zone should be loaded by Windows 2000 DMS servers
running on the domain contraollers in the same domain,

| Tio allldemain controllers specified in the scope of the Following application directary:

patkiticm:
[

< Back I Mexk = I Cancel | Help |

Click Next and then you will be asked to configure Reverse Lookup Zone name, enter the network ID
and press Next.
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MNew Zone Wizard x|

Reverse Lookup Zone Mame Q
& reverse lookup zone translates IP addresses inko DNS names., ‘

Ta identify the reverse lookup zone, kype the network ID or the name of the zone.
% Metwork ID:
10 .78 85

The netwark ID is the portion of the IP addresses that belongs ko this zone, Enter the
network ID in its normal {not reversed) order.

If wou use a zero in the netwark 10, it will appear in the z2one name. For example,
network I 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0,10.in-addr. arpa.

{” Reverse lookup zone name:
85,78, 10.in-addr . arpa

Faor more information on creating a reverse lookup zone, click Help.

< Back Cancel Help

Select the type of dynamic updates that DNS Zone accepts. Click on “Allow only Secure dynamic
updates” and press next.

Mew Zone Wizard |

Dynamic Update Q
You can specify that this DN3S zone accepks secure, nonsecure, or no dynamic ‘
updates.

Dvnamic updates enable DMS client computers to regisker and dvnamically update their
resource recards with a DNS server whenever changes occur,

Select the bype af dvnamic updates you wank ko allow:

* Allow only secure dynamic updates (recommended For Ackive Direckary:
This option is available only For Active Directory-inteqgrated zones.

" Allow both nonsecure and secure dynamic updates
Dwnamic updates of resource records are accepted from any client,

& This option is a significant security sulnerability because updates can be
accepted from unkrusted sources,

"~ Do nat allow dynamic updates
[wnamic updates of resource recards are not accepted by this zone. You must update
these records manually.

< Back I Next = I Zancel Help

With this New Zone creation is successfully completed.
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Mew Zone Wizard

Completing the New Zone Wizard

You have successfully compleked the Mew Zone Wizard, You
specified the following settings:

Mame: 85.78.10.in-addr. arpa
Type: Active Directory-Inteqgrated Primary
Lookup type: Reverse

Moke: You should now add records ko the zone or ensure
that records are updated dynamically, You can then werify
name resolution using nslookup.

To close this wizard and create the new zone, click Finish,

< Back Cancel Help

Now configure the Local Area Connection properties for this server.
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In the Local Area Connection Properties dialog box, click Internet Protocol
(TCP/IP), and then click Properties.

. In the Internet Protocols (TCP/IP) Properties dialog box, click Use the following
IP address, and then type the static IP address, subnet mask, and default gateway for
this server.

. In Preferred DNS, type the IP address of this server.

. In Alternate DNS, type the IP address of another internal DNS server, or leave this
box blank.

. When you finish setting up the static addresses for your DNS, click OK, and then

click Close.

4 Configuring Windows client desktop as domain
computer of domain controller

In this example, we will be using Windows XP desktop for joining to the vrajoli.com domain.

Create a DNS entry on DNS server for this client host (windows xp)

Configuring LAN properties for this client desktop.

. In the Local Area Connection Properties dialog box, click Internet Protocol
(TCP/IP), and then click Properties.

. In the Internet Protocols (TCP/IP) Properties dialog box, click Use the following
IP address, and then type the static IP address, subnet mask, and default gateway for
this server.

. In Preferred DNS, type the IP address of DNS server (vrajoli).

. In Alternate DNS, type the IP address of another internal DNS server, or leave this
box blank.

. When you finish setting up the static addresses for your DNS, click OK, and then

click Close.

Make a DNS entry for this Client desktop. Open DNS utility on domain controller (Administrative
Tools > DNS), under forward lookup zone, create a new host under domain name (vrajoli.com).
Click on checkbox to create associated reverse pointer. Verify that Client desktop host got added
to DNS.

Change the computer name to one which you wish as below. Right click on
My Computer = Properties. Go to Computer Name tab and click on Change button.
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Internet ..-—} Mv Documents
Mozilla Firefox

i 5 My Recent Documents
E-mail

Microsoft Office Cutiook ji) My Pict

LY
ﬁ Command Prompt

VE Run YMNC Server
e g lelj Explare
VE Run ¥MNC Viewer Search...
R el E; Contr Manage
|_‘—-|- gesal—'ﬁme Monitoring Tool cetPr  Map Network Drive...
' Defal{  Disconnect Network Drive, .
ixl Microsoft Office Excel 2003 | L5 Printel  opoy on Desktop
Rename

NoteDEld @ HEﬁj El Properties

All Programs D

@] Log Off @ Shut Down
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System Properties

System Restore Automatic Updates Remote
General | Computer Marne Hardware Advanced

T’;I Wiindows uzes the following information to identify pour computer
an the network.

Computer description:

For example: "Fitchen Computer'' or "Mamy's

Computer”,
Full computer name: WITH.
Whork.group: WORKGROUP

T o uze the Mebwork |dentification ‘wizard to join a Wetwark D

domain and create a local user accaount, click Metwork,
.

Torename thiz computer or join a domain, click Change.

k. l [ Caricel

Click on More Button on the Computer Name Changed window, and enter Primary DNS Suffix of
this computer with the DNS name (DNS running on Domain controller). In our case the DNS

name is vrajoli.com. Press OK.

DNS Suffix and NetBIOS Computer Name

Prirnary DM S suffis of this cormputer:

| viajoli, com |

Change primary DMNS zuffis when damain memberzhip changes

MetBI0S computer name:
|wTH |

Thiz name iz uzed far interoperability with older computers and zervices.

[ ak. l [ Cancel
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Select the "Domain" radio button then put in your domain name, not including the . extension (in
this example we used the domain "vrajoli" but when joining the computer to a domain, we will

only type "vrajoli")

Computer Mame Changes

“ou can change the name and the memberzhip of thiz
computer. Changes may affect access to network, resources.

Computer name;
WITH

Full computer name:
WITH. wrajoli.com

tember of
%) Damai;
| wrajal |

) Wworkgroup:

Ok H Cancel ]

Press "OK". Then you will be presented with a user name and password prompt. Enter the user

name and password of a Domain Administrator

Computer Mame Changes

=1
' T-‘“I ‘1‘.5':\

Enter the name and password of an account with permission
ko join the damain,

User narme; | € administrator T | o

Password!: LI |

[ (84 ][ Cancel ]

Press "OK" and after a minute or two you will receive a message welcoming you to the domain.
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Then you will receive a message telling you that a reboot is required; click "OK" to that, and the
properties window. Then click "Yes" when you are prompted to reboot.

Computer Name Changes [f|

L]
- | :‘ You must reskart this computer For the changes to take effect,

And we're finished. You have just learnt how to add a Windows XP computer to a Windows

Server 2003 domain

After the XP computer boots to Control-Alt-Delete you may need to change it from logging onto
itself (which will use the local info) to logging onto the domain. To do this, press Ctrl-Alt-Del,
then the "Options >>>" button on the log on screen. Then select the domain from the drop-down
box

Log On to Windows

Copynght € 1985-2001
Mmoot Conporation

Ilser name: | wijeth |
Passwiord; | |
Log an ka; WRAJDLT »
EMG
WITH (this camplker

L [9]4 _J [ Cancel J [Shut Dn:nwn...] [Optin:nns £

After that you can log on using domain credentials

Copyright © 2010 Cisco Systems, Inc. All rights reserved.



5 Brief history of OpenSSO and OpenAM

OpenSSO is an open source access management and federation server platform

originally created by Sun Microsystems. The main purpose of OpenSSO is to provide an easy and

powerful way to enable using Single Sign-On with many legacy software products. Oracle

completed the acquisition of Sun Microsystems in February 2010 and announced that OpenSSO

would no longer be their strategic product. OpenSSO will continue to be developed and

supported by ForgeRock under the name of OpenAM.

More information about OpenAM is available at http://www.forgerock.com/openam.html

6 System requirements for OpenAM installation

Active directory, domain controller and DNS should be installed and configured before
getting started with OpenAM.

6.1 OpenAM installation on Linux platform

Get the compatible hardware for installing RHEL 3/4/5 version (32bit/64bit)
Install the RHEL and make sure the installation is successful.

After the successful installation, configure the network settings and get the machine
up in the network.

Configure the hostname for this OpenAM host machine and create DNS entry for this
host on the above DNS setup.

Configure DNS and domain name, which should point to the above configured AD
and DNS setup.

Install JAVA on this machine, Latest version of JAVA can be downloaded from
http://www.oracle.com/technetwork/java/javase/downloads/index.html , Latest
version of JAVA as on 13-Sep-2010 is JDK 6 Update 21.

NOTE: The latest version of java (JDK 6 Update 21) has some issue with Kerberos;
please visit http://forums.sun.com/thread.jspa?threadID=5448003 to know more.

You can use JDK 6 Update 20, which can be downloaded from
http://java.sun.com/products/archive/j2se/6u20/index.html

Define JAVA_HOME, JRE_HOME environment variables in your user profile
(-bash_profile) as below:

export JAVA_HOME=/usr/java/jdk1.6.0_20
export JRE_ HOME=/usr/java/jdk1.6.0_20/jre

Create java keystore which is required for enabling SSL on Tomcat which will be
installed and configured in the section 7.1

Execute ‘$JAVA_HOME/bin/keytool -genkey -alias tomcat -keyalg RSA -validity
1825’ command on the terminal, default keystore password is ‘changeit’.

Next you will be prompted to input certain requests. When prompted for ‘Enter the
first name and last name’ enter the FQDN(hostname.domainname) of your OpenAM
host (ex:vrajlnx.vrajoli.com).

Example:
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[root@vrajinx ~]# $JAVA_HOME/bin/keytool -genkey -alias tomcat -keyalg RSA -
validity 1825

Enter keystore password:

What is your first and last name?
[Unknown]: vrajlnx.vrajoli.com

What is the name of your organizational unit?
[Unknown]: IPCBU

What is the name of your organization?
[Unknown]: CSIPL

What is the name of your City or Locality?
[Unknown]: Bengaluru

What is the name of your State or Province?
[Unknown]: Karnataka

What is the two-letter country code for this unit?
[Unknown]: IN

Is CN=vrajlnx.vrajolicom, OU=IPCBU, 0O=CSIPL, L=Bengaluru, ST=Karnataka, C=IN
correct?

[no]: yes
Enter key password for <tomcat>
(RETURN if same as keystore password):
[root@vrajlnx ~]#

6.2 OpenAM installation on Windows platform

Install Windows OS (XP/2003 Server/2008 Server/Windows7 /Vista).

After successful installation, configure the network settings and get the machine up
in the network.

Join this computer to the domain controller (ex: vrajoli.com), refer to the section 4
for the procedure to be followed for joining the computer to the domain controller.

Install JAVA on this machine, Latest version of JAVA can be downloaded from
http://www.oracle.com/technetwork/java/javase/downloads/index.html , Latest
version of JAVA as on 13-Sep-2010 is JDK 6 Update 21.

NOTE: The latest version of java (JDK 6 Update 21) has some issue with Kerberos;
please visit http://forums.sun.com/thread.jspa?threadID=5448003 to know more.

You can wuse JDK 6 Update 20, which can be downloaded from
http://java.sun.com/products/archive/j2se/6u20/index.html

Create java keystore which is required for enabling SSL on Tomcat which will be
installed and configured in the section 7.2

Open the command prompt and execute the below command. In this test setup, I
have JAVA installed under c:\Program Files\Java. Please enter the right path of
keytool.exe in your setup when executing this command. The default keystore
password is changeit
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C:\>"c:\Program Files\Java\jdk1.6.0_20\bin\keytool.exe" -genkey -alias tomcat
-keyalg RSA -validity 1825 -keystore c:\keystore

Enter keystore password:

What is your first and last name?
[Unknown]: vrajlnx.vrajoli.com

What is the name of your organizational unit?
[Unknown]: IPCBU

What is the name of your organization?
[Unknown]: CSIPL

What is the name of your City or Locality?
[Unknown]: Bengaluru

What is the name of your State or Province?
[Unknown]: Karnataka

What is the two-letter country code for this unit?
[Unknown]: IN

Is CN=vrajlnx.vrajolicom, OU=IPCBU, O=CSIPL, L=Bengaluru, ST=Karnataka, C=IN
corr

ect?

[no]: yes

Enter key password for <tomcat>

(RETURN if same as keystore password):

Keystore will be created under c:\>

7 Installation and Configuration of Apache Tomcat with

HTTPS

71 Installation and configuration of Apache Tomcat on Linux
platform
e Download the latest version of Apache Tomcat; refer to

http://tomcat.apache.org/index.html for the latest version, download the zip/tar
archives specific to your processor architecture(32bit/64bit). We use apache-
tomcat-7.0.0 in this guide.

Copy the downloaded apache-tomcat-7.0.0.tar.gz to the specific location on
OpenAM server which was setup in section 6.1

Extract the apache-tomcat-7.0.0.tar.gz archive. In this guide, we are extracting it
under root home directory (/root)
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e Increase the JVM heap size on tomcat, by setting JAVA_OPTS="$JAVA_OPTS -
Xmx1024m -XX:MaxPermSize=256m -Xms512m property in the catalina.sh under
/root /apache-tomcat-7.0.0/bin directory.

Example: JAVA_OPTS="$JAVA_OPTS -Xmx1024m -XX:MaxPermSize=256m -Xms512m -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager"

e Open the server.xml file under /root/apache-tomcat-7.0.0/conf directory,
v" Comment the 8080 connector port: Make the code read as below
<!-- <Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" /> -->

v" Uncomment the 8443 connector port: Remove <!-- code at the beginning
and --> at the end of 8443 connector, make the code read as below

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />

Save the server.xml file after doing above changes.

e Start the tomcat by executing startup.sh under /root/ apache-tomcat-7.0.0/bin
directory.

e Launch a browser and go to: https://localhost:8443 /tomcat.gif, if your certificate
is self-signed, your browser will warn you. You should tell the browser to import the
certificate and proceed. You should then see the little Tomcat logo. If you do, you're
done configuring Tomcat.

7.2 Installation and configuration of Apache Tomcat on
Windows platform

e Download the latest version of Apache Tomcat for windows platform; refer to
http://tomcat.apache.org/index.html for the latest version, download the tomcat
service installer (32-bit/64-bit Windows Service Installer - apache-tomcat-
7.0.0.exe). We use apache-tomcat-7.0.0 in this guide.

o Install the apache-tomcat-7.0.0.exe. in this guide, tomcat is installed under
c:\Program Files\Apache Software Foundation\Tomcat 7.0

o Setthe JAVA_HOME, JRE_HOME and JAVA_OPTS environment variables by creating a
file called setenv.bat under c:\Program Files\Apache Software Foundation\Tomcat
7.0\ bin and set the above variables.

Content of setenv.bat in testing this guide:

set JAVA_HOME=c:\Program Files\Java\jdk1.6.0_20
set JRE_HOME=c:\Program Files\Java\jdk1.6.0_20\jre
set JAVA_OPTS=%JAVA_OPTS% -Xms512m -Xmx1024m

e Open the serverxml file under c:\Program Files\Apache Software
Foundation\Tomcat 7.0\conf folder,

v" Comment the 8080 connector port:
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Make the code read as below
<!-- <Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"

redirectPort="8443" /> -->

v" Uncomment the 8443 connector port:

Remove <!-- code at the beginning and --> at the end of 8443 connector, in
this 8443 connector we have added two more attributes keystoreFile
(location of the keystore file which was created in section 6.2, in this test it
was created under C:\keystore) and keystoreType. Since we have keystore
created with default password ‘changeit’, no need to set keystorePass
attribute. Make the code read as below:

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="C:\keystore"
keystoreType="]KS" />

Save the server.xml file after doing above changes.

e Start the tomcat service from services.msc utility or from Administrative Tools >
Services > Apache Tomcat 7 = Start

e Launch a browser and go to: https://localhost:8443 /tomcat.gif, if your certificate
is self-signed, your browser will warn you. You should tell the browser to import the
certificate and proceed. You should then see the little Tomcat logo. If you do, you're
done configuring Tomcat.

8 Provisioning Active Directory for Single Sign-on

e Login to AD Server.

e From the Start menu, go to Programs>Administration Tools. Select Active Directory
Users and Computers.

e Go to Users > New > Users and create a new user with the OpenSSO Enterprise host
name as the User ID (example: vrajinx).

e The OpenSSO Enterprise host name should not include the domain name.

e Create keytab file on the AD server using below command from the command
prompt.

ktpass -princ HTTP/hostname.domainname@DCDOMAIN -pass password -
mapuser userName-out hostname.HTTP.keytab -ptype KRB5_NT_PRINCIPAL -
target DCDOMAIN

Example:

ktpass -princ HTTP/vrajinx.vrajolicom@VRAJOLL.COM -pass <password> -mapuser
vrajlnx -out vrajlnx. HTTP.keytab -ptype KRB5_NT_PRINCIPAL -target VRAJOLL.COM

e  After successful creation of keytab file, copy the keytab file to some location on the
OpenAM server, this path will later be specified in OpenAM configuration.
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For OpenAM configured on Linux, you can create a directory under root, and copy
the above keytab file. Example: /root/keytab/ vrajinx. HTTP.keytab

For OpenAM configured on Windows, you can create a directory under C:\>, and
copy the above keytab file. Example: c:/keytab/ vrajinx. HTTP.keytab

9 Deploying OpenSSO (OpenAM) Enterprise on Apache
Tomcat

9.1 Deploying OpenSSO enterprise war on Apache Tomcat
over Linux platform

Visit to forgerock site http://www.forgerock.com/downloads.html and download
the stable release OpenAM Release9 / February 7,2010(20100207)

Copy the openam_release9_20100207.zip to OpenAM server to any location and
unzip it.

Stop the tomcat service if running on this OpenAM server.

After unzipping, copy opensso.war file under opensso/deployable-war directory
and paste it under /root /apache-tomcat-7.0.0/webapps directory.

Start the tomcat by executing startup.sh under /root/ apache-tomcat-7.0.0/bin
directory.

9.2 Deploying OpenSSO enterprise war on Apache Tomcat
over Windows platform

Visit to forgerock site http://www.forgerock.com/downloads.html and download
the stable release OpenAM Release9 / February 7,2010(20100207)

Copy the openam_release9_20100207.zip to OpenAM server to specific location and
unzip it.

Stop the tomcat service if running on this OpenAM server. (Administrative Tools >
Services > Apache Tomcat 7 = Stop)

After unzipping, copy opensso.war file under opensso\deployable-war folder and
paste it under c:\Program Files\Apache Software Foundation\Tomcat 7.0\webapps
folder.

Start the tomcat from Administrative Tools = Services = Apache Tomcat 7 - Start
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10Configuring OpenSSO Enterprise Using the GUI
Configurator

OpenAM server and policy agents require FQDNs for the host name of the machines where you
will do your installations. You can NOT use a host name like "localhost” and can NOT use
numeric [P addresses like "192.168.1.2" as host names either, else it will cause problems in

installation, configuration and usage

When accessing the OpenAM for the first time, you should use FQDN of OpenAM server in the

URL (https://vrajlnx.vrajoli.com:8443/opensso). When you access OpenSSO Enterprise for the
first time, you will be directed to the Configurator, to perform the OpenSSO Enterprise initial

configuration. You will see the below screenshot when accessed the OpenSSO for the first time.

%) OpenssO - Mozilla Firefox =13

File Edit View History Bookmarks Tools Help

LINE BRI https://vrajlnx.vrajoli.com:8443/opensso/config/options.htm 7+

25

~onriguration

Please select a configuraion opion. |
Default Configuration Custom Configuration

Enter only the passwords for the Allows you to specify all

default administrator and the configuration parameters

agent accessor. All other data is including the type of data store,
configured using default encryption properties, user data
parameters. This option should store, etc. This option has the

be used primarily for evaluation most flexibility in setting up your

or development purposes. installation.

efault Configuration Create

< - 5|
Done a &

Select the configuration option:

e Default Configuration: You specify and confirm passwords for the OpenSSO Enterprise
administrator (amAdmin) and the default policy agent user (UrlAccessAgent), which is the policy
agent user that connects to OpenSSO Enterprise server. The Configurator uses default values for
the other configuration settings.

The default policy agent user is also referred to as an application user. This user can connect to
OpenSSO Enterprise server from a client such as the client SDK or a distributed authentication Ul
server.
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Choose Default Configuration for development environments or simple demonstration purposes
when you just want to evaluate OpenSSO Enterprise features. Click Create Default Configuration
and continue with Configuring OpenSSO Enterprise With the Default Configuration.

OR

e Custom Configuration: You specify the configuration settings that meet the specific
requirements for your deployment (or accept the default settings). Choose Custom Configuration
for production and more complex environments. For example, a multi-server installation with
several OpenSSO Enterprise instances behind a load balancer. Click Create New Configuration
and continue with Configuring OpenSSO Enterprise with a Custom Configuration.

For Custom configuration, refer to Chapter 14.

In this section, we will select Default Configuration and move further.
When the configuration is complete, the Configurator displays a link to the OpenSSO

Enterprise Administration Console to perform any additional configuration required for your

%) OpenSSO - Mozilla Firefox =]
File Edit View History Boockmarks Tools Help

OpenSSO Configurator
Default Configuration Option

Use this option for a quick setup. Only the super user name

and ¢ user name are required. All other configuration
5 ; ol o

" Passw

#Conlil | proceed to Login

Default Foncy mgenp ygeny
*Password [sesesesese  [HOK
*Confitm Password

>

E |
Transferring data from vrajlnx.vrajoli.com... CLLLIT &

deployment.

If a problem occurred during the configuration, the Configurator displays an error message. If
you can, correct the error and retry the configuration.
Also, check the web container log files and the install.log, which if created, will be in the

configuration directory (default /opensso). These logs might contain information about the
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cause of a configuration problem.

By default, OpenSSO will be deployed under /root/opensso directory on Linux platform, on windows
platform OpenSSO will be deployed under C:\opensso

Click on Proceed to login.

You will see the below screen. Login with amAdmin username and password you created during
creating the default configuration.

* OpenSSO (Login) - Mozilla Firefox
Hle Edit View History Bookmarks Tools Help

@ A S A BT vrajoli.com ﬁttps::ffvrajlhx.vraj{x_li.cnm:8443_/_npenssn_le7Login
| [ OpenSSO (Login)

Opensso

Signinto OpenSS0O

User Name:

Password:

Logln

Copyright © 2008 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,Califomia 85054, U.S.A_ All
nghts reserved. Sun Microsystems, Inc. has intellectual property rights relating to technology embodied in
the product that is described in this document. In particular, and without imifation, these infellectual
property rights may include one or more of the U. nts listed at hitp-//www._sun.com/patents and one
or more additional 3 applications in the U.S. and er countries. U.S

e subject to the Sun Microsystems, Inc.

ed by third parties. Sun, Sun Mic
istered Ir rks of Sun
lemarks are under license and
ks or registered fr: Inc. inthe U.S. and other count
earing SPARC d upon architecture developed by Sun Microsystems, Inc.
UNIX is a registered frade 3 d other countries, exclusively licensed through X/Open

Login to OpenSSO server with amAdmin username and password

Go to Access Control tab and click on / (Top Level Realm), then go to Authentication tab as shown
below.
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®) OpenSSO - Mozilla Firefox

Fle Edit View History

Bookmarks Tools Help

User: amAdmin Server: vrajinx.vrajoli.com &
OpensSSO

Authentication

/ (Top Level Realm)

(Top Level Realm) - Authentication | save || Reset || Backto Access Control |

¢ Core ¢ Authentication Chaining
¢ Medule Instances

Core

All Core Settings...
Organization Authentication Configuration: |IdapService v
Administrator Authentication Configuration: |IdapService -

Default Success Login URL
Current Values |/opensso/conscle Remove

>

&
Done 3 F110% | #°

Click on All Core Settings... button in the above screen, set the User Profile to Ignored as shown
below, Click the Save button to save the configuration.
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*) OpenSSO - Mozilla Firefox
Fle Edt View History Bookmarks Tools Help

O -cx

B 1 opensso

User: amAdmin Server: vrajlnx.vrajoli.com
OpenSSO

Core

Realm Attributes

User Profile:

Administrator Authentication Configuration:

User Profile Dynamic Creation Default Roles

() Dynamic

(O Dynamic with User Alias
@ Ignored

(O Required

O [empty]
@ ldapService

Current Values

Remove

| save || Reset || Back to Authentication |

»

Dane

G| F110% | 4| ..

10.1  Configuring Policies on OpenSSO server

10.1.1 Configuring Policies on OpenSSO server for Cisco Unified
Communication Manager 8.5, 8.6

Login to OpenSSO server with amAdmin username and password

Go to Access Control tab and click on / (Top Level Realm). You will see the below screen after clicking

on / (Top Level Realm).
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*) OpensSS0 - Mozilla Firefox
File Edit View History Bookmarks Tools Help

User amAdmin Servt jinx vrajoli com

OpenSSO

Access Control

A realm is the unit that OpenSS0 uses to organize configuration information. Authentication properties, authorization policies, data stores, subjects and other data can be
defined within the realm_ The top level realm is created when you deploy OpenSS0. The top level realm is the root of the OpenSSQ instance and contains OpenSS0O
configuration data.

Realms

[ Search
Realms (1 em(s))
‘ | Realm Name - ‘ Location A‘
‘ / (Top Level Realm) !

Done a#

Go to policies tab and add a new policy, enter the PolicyName.

) OpenSSO - Mozilla Firefox
File Edit View History Bookmarks Tools Help

WETTIEEEI htps://vrajinx.vrajoll.com:8443/opensso/policy/PolicyNormal Add

User: amAdmin Server. vrajinx vrajoli.com
OpenSSO

Policies

/ (Tap Level Realm)

(Top Level Realm) - Policies
[ [ searen |
Policies (0 ltem(s))

‘ New Palicy. H New Referral. . H Delete |

‘ Name ‘ Protected Resources ‘

‘There are no policies

Done AES

Create a new Rule from the Policy Configuration page. You will see the below screen. select service
type as "URL Policy Agent (with resource name)"
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%1 OpenSSO - Mozilla Firefox =1
File Edit View History Bookmarks Tools Help

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

Step 1 of 2: Select Service Type for the Rule ]
* Indicates required field
* service Type: () Discovery Service (with resource name)
(O Liberty Personal Profile Service (with resource name)
(@ URL Palicy Agent (with resource name)

Done a

Enter the Rule Name and Resource URL as Web Application URL. In our case it will be CUCM User
application URL (https://<CUCM FQDN>:8443/*).

Check GET and POST check box and press Finish button.

?) OpensSSO - Mozilla Firefox =17
File Edit View History Bookmarks Tools Help

@ - € o (EENETGIRGR https://vrajlnx.vrajoli.com:8443/opensso/policy/SelectService Ty 1 - | [*- Google

User: amAdmin Server: vrajlnx.vrajoli.com
OpensSsO

Step 2 of 2: New Rule | Back || Finish || cancel |
* Indicates required field
* Service URL Policy Agent
Type:
* Name: [cucmuser
* Resource | https://vrajolicucm1.vrajoli.com:8443/*
Name:
Actions

* One or more actions are required.

Actions (2 Item(s))

| Action - ‘ Value |
GET @ Allow
ODeny
POST ® Allow
ODeny

Done 2| F110% #

Create another rule for the requests involving query patterns (*?*) in Find and List pages of
CUCMUser application
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*) OpenSSO - Mozilla Firefox
File Edit View History Bookmarks Tools Help
@ R Il .. aioli.com https://vrajlnx.vrajoli.com:8443/opensso/policy/SelectServiceTyy ©'7 'I |28~ Google

&

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

Step 2 of 2: New Rule [ Back || Finish ][ cancel |
* Indicates required field
* Service URL Policy Agent
Type:
* Name: [cucmMuser_aueryPatterns
* Resource | https://vrajolicucm1.vrajoli.com:8443/*?*
Name:
Actions

* One or more actions are required.

Actions (2 Item(s))

Action | Value |
GET ®Allow
| ODeny
POST @allow
ODeny
Done o F110% 4

From CUCM 8.6 release, SSO support is provided for RTMT application as well. To achieve SSO for
RTMT, along with the above policy rules, one more new rule should be created for the requests
involving RTMT query patterns (¥?*7%),
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) Opens50 - Mozilla Firefox

https://vrajlnx.vrajoli.com:8443/opensso/policy/SelectService’ 7 -

User: amAdmin Server: vrajlnx.vrajoli.com
OpenSSO

Step 2 of 2: New Rule [ E{ack“ Finish | Can
* Indicates required field

* service URL Policy Agent
Type:
*Name: |RTMT_Query

L
Resource
Name:

| hitps://vrajolicucm1.vrajoli.com:8443/*?*?*

Actions

* One or more actions are required.

Actions (2 ltem(s))

|Action ¢| Value ‘
GET @ Allow
_ O Deny
M| posT ® Allow
O Deny

< | >

b

Daone

&| F110% | .

Click on New Button under Subjects on the Policy Configuration page. Select subject type as

"Authenticated Users".
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%) OpenSS0 - Mozilla Firefox (I [m] 53
Fle Edit View History Bookmarks Tools Help

(EIRETIEETH https://vrajlnx.vrajoli.com:8443/opensso/policy/PolicyNormalEdit

User: amAdmin Server: vrajinx vrajoli.com
OpenSSO

Sun” Microsyatams, inc

Step 1of 2: Select Subject Type Cancel
*Indicates required field
* Type: (@ Authenticated Users
() OpenSSO0 Identity Subject
(O Web Senvices Clients

Done FIES

Enter the Subject Name and Click Finish. Now Policy is created with defining Rules and Subjects. Click
on Finish button.

%) OpensSO - Mozilla Firefox CEX
File Edit View History Bookmarks Tools Help

TETAIREAT htps: //vrajinx.vrajoll.com:8443/opensso/policy/PMAuthenticatedUsersSubject?PMAuthenticat 7 | |

User: amAdmin Server: vrajinx vrajoli.com
OpenSSO

Sun™ Microsys

Step 2 of 2: New Subject - Authenticated Users

*Indicates required field

*Name:  [cUCMUser

Exclusive: []

Done aQ #

Click on New button under Conditions. Under select condition type, select Active Session Time and
click next button.
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*) OpenSSO - Mozilla Firefox
File Edit View History Bookmarks Tools Help

@ - @ X G (PSRN https://viajinx.vrajoli.com:8443/opensso/policy/PolicyNormal Ad 77 'I |-'l* Google

B

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

Step 1 of 2: Select Condition Type | Back || Next ][ Gancel |
* Indicates required field

* Type: @ Active Session Time
) Authentication by Module Chain
(O Authentication by Module Instance
) Authentication Level (greater than or equal to)
) Authentication Level (less than or equal to)
O Authentication to a Realm
() Current Session Properties
) ldentity Membership
O IP Address/DNS Name
(O LDAP Filter Condition
() Resource/Environment/IP Address
¢ Time (day, date, time, and timezone)

Done & F110% | #

?) OpenSSO - Mozilla Firefox
File Edit View History Bookmarks Tools Help

https://vrajlnx.vrajoli.com:8443/opensso/policy/PMDefaultSessio 77 -

User: amAdmin Server: vrajinx.vrajoli.com

OpenSSO
Step 2 of 2: New Condition - Active Session Time | Back || Finish || Cancel |
* Indicates required field
* Name: [cucmuser
* Maximum Session Time (minutes): |120
* Terminate Session: No | v
Done 2 F110% #

Configure active session timeout as 120 minutes.
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10.1.2 Configuring Policies on OpenSSO server for Cisco Unity
Connection 8.6

Login to OpenSSO server with amAdmin username and password. Go to Access Control tab and click

on / (Top Level Realm). You will see the below screen after clicking on / (Top Level Realm).

?} OpensSO - Mozilla Firefox
File Edit View History Bookmarks Tools Help

&I https://vrajlnx.vrajoli.com:8443/opensso/task/Home?Home.tabCommon. TabHref=18jato.pag 1 | ¢

User amAdmin Server. vrajinx.vrajoli. com
OpenSSO

Access Control

A realm is the unit that OpenSSO uses fo organize configuration information. Authentication properties, authorization policies, data stores, subjects and other data can be

defined within the realm. The top level realm is created when you deploy OpenSSO. The top level realm is the root of the OpenSSO instance and contains OpenSS0O
configuration data.

Realms
[ Search
‘ ‘ Realm Name a ‘ Location A|
\ | (Top Level Realm) /
Done o @

Go to policies tab and add a new policy, enter the PolicyName.

%) OpenssO - Moxzilla Firefox
File Edit View History Bookmarks Tools Help

[EIRTEBMET https://vrajlnx.vrajoli.com:8443/opensso/policy/PolicyNormal Add.

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

Policies

/(Top Level Realm)
(Top Level Realm) - Policies
|‘ Search

Palicies (0 ltem(s))
| New Palicy.. H New Referral H Delete ‘

|Name ‘Protected Resources ‘
|There are no policies

Done
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Create a new Rule from the Policy Configuration page. You will see the below screen. select service
type as "URL Policy Agent (with resource name)"

%} OpenSSO - Mozilla Firefox
File Edit View History Bookmarks Tools Help

fill https:/fvrajinx. vrajoli.com:8443/opensso/policy/PolicyNormalEdit

User- amAdmin Server: vrajinx vrajoli.com
OpenSSO

Step 1 of 2: Select Service Type for the Rule Cancel
*Indicates required field
* Service Type: (0 Discovery Service (with resource name)

(O Liberty Personal Profile Service (with resource name)
@ URL Policy Agent (with resource name)

Done al#

Then create rules for Cisco Unity Connection application(s) with below resource URL configured in
protected resources.

o https://<FQDN>:8443/*

e https://<FQDN>:8443/*7*
e https://<FQDN>/*

e  https://<FQDN>/*?*

e  http:/<FQDN>/*

e  http:/<FQDN>/*?*

where fqdn is the fully qualified domain name of Cisco Unity Connection server. Below is the
snapshot of OpenSSO Policy configured for Unity Connection server.
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®) OpenSSO - Mozilla Firefox

https://vrajinx. vrajoli.com:8443/opensso/ policy/Policy ?Palicy.thiSearch v - | |#§- Cooge

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

Policies

/ (Top Level Realm)

(Top Level Realm) - Policies | Back to Access Control |

Policies (26 - 26 of 26)

| New Policy... || New Referral... || Delete | (@20

E E | Name - | Protected Resources |

O lucsso https://ucsso238.vrajoli.com:8443/*?*
http:/fucsso238.vrajoli.com/*
https://ucsso238.vrajoli.com/*?*
http:/fucsso238.vrajoli.com/*?*
https://ucsso238.vrajoli.com:8443/*
https://ucsso238.vrajoli.com/”

UJ(4) Page: [2 of2 [ o] /[

Done 1 F110%

Click on New Button under Subjects on the Policy Configuration page. Select subject type as
"Authenticated Users".

%) OpenSS0 - Mozilla Firefox =] E7d
Fle Edit View History Bookmarks Tools Help

(EIRTERTEE https: //vrailnx.vrajoli.com:8443/opensso/policy/PolicyNormalEdit
= |
VERSION LOG OUT | HELP
User: amAdmin Server: vrajinx vrajoli.com
OpenSSO

S,

Step 1of 2: Select Subject Type Cancel
*Indicates required field
* Type: (@ Authenticated Users
() OpenSSO0 Identity Subject
(O Web Senvices Clients

Done al#
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Enter the Subject Name and Click Finish. Now Policy is created with defining Rules and Subjects. Click
on Finish button

) OpenSS0 - Mozilla Firefox

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

Step 2 of 2: New Subject - Authenticated Users | Back ” Finish H Cancel ‘
* Indicates required field

*Name: |UCSSO

Exclusive: [

Done i F110% 4

Click on New button under Conditions. Under select condition type, select Active Session Time and
click next button
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*) OpenSSO - Mozilla Firefox
File Edit View History Bookmarks Tools Help

@ - @ X G (PSRN https://viajinx.vrajoli.com:8443/opensso/policy/PolicyNormal Ad 77

B

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

Step 1 of 2: Select Condition Type | Back || Next ][ Gancel |
* Indicates required field

* Type: @ Active Session Time
) Authentication by Module Chain
(O Authentication by Module Instance
) Authentication Level (greater than or equal to)
) Authentication Level (less than or equal to)
O Authentication to a Realm
() Current Session Properties
) ldentity Membership
O IP Address/DNS Name
(O LDAP Filter Condition
() Resource/Environment/IP Address
¢ Time (day, date, time, and timezone)

Done & F110% | #

Configure active session timeout as 120 minutes

*) OpenSSO - Mozilla Firefox

User: amAdmin Server: vrajinx.vrajoli.com

OpenSSO
Step 2 of 2: New Condition - Active Session Time | Back || Finish || cancel |
* Indicates required fisld
* Name: |ucsso
* Maximum Session Time (minutes): |120
* Terminate Session: No
Done (4| F110%
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10.2 Configuring Windows Desktop SSO Authentication module
instance

The Windows Desktop SSO Authentication Module enables OpenSSO Enterprise to work with
Kerberos tokens. The user presents the Kerberos token, previously issued by a Kerberos
Distribution Center, to OpenSSO Enterprise using the SPNEGO protocol. The client browser sends
back a SPNEGO token embedded with a Kerberos token. The OpenSSO Windows Desktop SSO
Authentication module retrieves the Kerberos token and authenticates the user using the Java
GSS API. If authentication is successful, the OpenSSO Windows Desktop SSO Authentication
module returns an SSOToken to the client.

. Copy the keytab files to OpenAM server, which was created in section 8.
. Log into the OpenSSO Enterprise administration console as amAdmin.
. Go to Access Control > Default Realm > Authentication.

In the Module Instances page, click New.

. Enter a name for the new login module, and then select Windows Desktop SSO. Click
OK.

In this test, Module instance with name ‘CUCMUser’ is created.

. In the Module Instances page, click the name of the new login module (Example:
CUCMUser) and provide the following information:

. Service Principal: HTTP/ openAMhost.example.com@EXAMPLE.COM

. Keytab File Name: /root/keytab/openAMhost. HTTP.keytab

. Kerberos Realm: EXAMPLE.COM

. Kerberos Server Name: Kerberos.example.com

. If multiple Kerberos Domain Controllers exist for failover purposes, all Kerberos

Domain Controllers can be set using a colon (:) as the separator.

. Return Principal with Domain Name: False
. Authentication Level: 22
. Restart the OpenSSO Enterprise server.
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*) OpenSSO - Mozilla Firefox
Fle Edt View History Bookmarks Tools Help

BB Al nttps://vrajinx. vrajoi.com:8443/pensso/ authentication/ AuthPropertes?AuthPrope ©7 - - Coocl

EoUk

User: amAdmin Server: vrajlnx.vrajoli.com
OpenSSO

Sun”™ Micreaystams, inz.

Windows Desktop SS0 | save || Reset || Back to Authentication |

Realm Attributes

Service Principal: |HTTF’NrajInx.vraoniAcom@VRAJOLLCOM
Keytab File Name: |,'root.fkeytabfvrajlnx.HTTP.keytab
Kerberos Realm: [vRaJoLLCOM

Kerberos Server Name: |ssoad.VRAJOLI.COM

Return Principal with Domain Name: []Enabled

Authentication Level: |22

| Save H Reset || Back to Authentication

Done 4 F110% #*

10.3 Configure J2EE Agent profile on OpenSSO server

10.3.1 Configure J2EE Agent Profile on OpenSSO server for Cisco
Unified Communications Manager 8.5, 8.6

Perform the following tasks in OpenSSO Enterprise Console. The key steps of this task involve
creating an agent name (ID) and an agent password.

e Log in to OpenSSO Enterprise Console as a user with AgentAdmin privileges, such as
amadmin.

e  Click the Access Control tab.

e  C(Click the name of the realm to which the agent will belong, such as the following: /(Top Level
Realm).

e C(lick the Agents tab.

e  (Click the J2EE tab.

e Click New in the agent section.

e Enter values for the following fields:

e Name: Enter the name or identity of the agent. This is the agent profile name, which is the
name the agent uses to log into OpenSSO Enterprise. Multi-byte names are not accepted.

NOTE: while enabling SSO on Cisco Unified Communications Manager or Cisco Unity
Connection, when requested for “Enter the name of the profile configured for this policy
agent”, the above configured agent name should be entered.

Copyright © 2010 Cisco Systems, Inc. All rights reserved.



Password: Enter the agent password. However, it must be the same password entered in the
agent profile password file that is used by the agentadmin utility to install the agent.

NOTE: while enabling SSO on Cisco Unified Communications Manager or Cisco Unity
Connection, when requested for “Enter the password of the profile name”, the above

configured password should be entered.
e Re-Enter Password: Confirm the password.
e Inthe Server URL field, enter the OpenSSO Enterprise server URL.
For example: https://<OpenAM FQDN>:8443/opensso
e Inthe Agent URL field, enter the URL for the agent application.
For example: https://<Cisco Unified Communications Manager FQDN>:8443/agentapp
e C(lick Create.
The Console creates the agent profile and displays the J2EE Agent page again with a link to the

new agent profile.

%) OpensSSO - Mozilla Firefox (] 3]
File Edit View History Bookmarks Tools Help

User:- amAdmin Server: vrajinx vrajoli. com
OpenSSO

| General Authentication  Services  Data Stores  Priviiges  Policies  Sublects  Agents

Web | J2EE | WebSewvice Provider | Web Service Client | STSClient | 22Agenis | Agent Autheniicator |

/ (Top Level Realm)

J2EE

J2EE agents protect Java application servers such as Glassfish, IBM WebSphere Application Server and Oracle WebLogic Application Server.

[ Search

)
Name ‘ Repository's Location ‘

There are no entities.

E Search
ew,
Name ‘
There are no entities.
@
Done Q) #
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*1 OpenSSO - Mozilla Firefox

File Edit View History Bookmarks Tools Help

O -c «x ([EIRTERIRE hitps://vrajinx.vrajoli.com:8443/opensso/agentconfig/ Agents
| [& OpenSS0O

User: amAdmin Server: vrajinx vrajoli.com
OpenSSO

New Agent

*Indicates required field

* Name: [cucmuser

* Password: ssssssce

*Re-Enter Password: |esessses

Configuration: (O lLocal @ Centralized
Where agent properties are stored. Local is the server on which the agent is running. Centralized is the OpenSSO Server
* Server URL: |hrtps:/fvrajlnx.vrajuh.com:844310pensso

protocoli/host:port/deploymentUri e.g. http/fopensso.sample.com:58080/opensso

* Agent URL: |hrtps:/fvrajcucm1 _vrajoli.com:8443/agentapp
protocol//host port/deploymentUri e g hitp//agent1 sample com:1234/agentapp

Done o #

Click on the J2EE agent created above, go to Application tab, and under Login processing enter new
Login Form URlIs.

e For CCMUser webapp: /ccmuser/WEB-INF/pages/logon.jsp
e For CUCIMOC: /cucm-uds/WEB-INF/pages/logon.jsp

Starting from CUCM 8.6 release, SSO support is provided for other applications like Cisco Unified CM
Administration, Cisco Unified Serviceability, Cisco Unified Reporting, Cisco Unified OS
Administration, Disaster Recovery System and RTMT along with Cisco Unified CM User Options and
CUCIMOG, for these new applications, you need to configure below Login Form URIs.

e For Cisco Unified CM Administration: /ccmadmin/WEB-INF/pages/logon.jsp
e For Cisco Unified Serviceability: /ccmservice/WEB-INF/pages/logon.jsp
e For Cisco Unified Reporting: /cucreports/WEB-INF/pages/logon.jsp
e For Cisco Unified OS Administration: /cmplatform/WEB-INF/pages/logon.jsp
e For Disaster Recovery System: /drf/WEB-INF/pages/logon.jsp

e For Real Time Monitoring Tool (RTMT): /ast/WEB-INF/pages/logon.jsp
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) OpenSSO - Mozilla Firefox
File Edit View History Bookmarks Tools Help

| https://vrajinx.vrajoli.com:8443/oj

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

%WQQL# Application

Edit CUCMUser | save || Reset || Backto Main Page

‘ Inheritance Settings ‘ [ Export Configuration

Not Enforced URI

«

+ Login Processing : = Response Attributes Processing ¥ Privilege Attributes Processing
Processing
: ¥ Not Enforced IP = Commen Attributes Fetching v Custom Authentication
+ Logout Processing g i 2
Processing Processing Processing
¥ Access penled URI ¥ Profile At!rlbutes + Session Atiributes Processing
Processing Processing
Login Processing
Login Form URI
Current Values |/ccmuser/\WEB-INF/pages/logon jsp ‘ Remove

[eucm-uds/\WEB-INF/pages/logen.jsp

New Value | Add

v

https://vrajlnx.vrajoli.com:8443/opensso/agentconfig/GenericAgentProfile?GenericAgentProfile.tabCommon. TabHref=46001#IblLogout Processing 4 F110% #

Go to OpenSSO Services tab, Under Login URL add OpenSSO Login

URL

https://<OpenSSO FQDN>:8443/opensso/Ul/Login?module=<WindowsDesktopSSO_Module>

WindowsDesktopSSO_Module should be same as the one created in section 10.2

Ex: https://<OpenAM FQDN>:8443/opensso/Ul/Login?’module=CUCMUser
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) OpenSS0 - Mozilla Firefox \ZHEHXI

Ele Edt Vew History Bookmarks Tools Help
(EEERETNEI hitps://vrajinx. vrajol. com:8443/ opensso/agentconfig/ GenerichgentProfie?GenericAgentProfie
VERSION
User: amAdmin Server: vrajlnx.vrajoli.com
OpenSSO
ion l sso J OpenSSO Services MW&L;M_IEBI-I&J Advanced ‘
Edit CUCMUser | Save || Reset | Backto Main Page
\ Inheritance Settings \ ‘_Export Configuration |
¢ Login URL = Authentication Service ¥ User Data Cache Service
= Logout URL = Policy Client Service * Session Client Service
Login URL
OpenSSO Login URL
Selected:
https://vrajinx.vrajoli.com:8443/opensso/Ul/Login?module=CUCMUser
Move to Top
Move to Botto
Add
Done 4| F110% &

10.3.2 Configure J2EE Agent Profile on OpenSSO server for Cisco Unity
Connection 8.6

Perform the following tasks in OpenSSO Enterprise Console. The key steps of this task involve
creating an agent name (ID) and an agent password.

e Login to OpenSSO Enterprise Console as a user with AgentAdmin privileges, such as
amadmin.

e  C(Click the Access Control tab.

e  Click the name of the realm to which the agent will belong, such as the following: /(Top Level
Realm).

e Click the Agents tab.

e  (lick the J2EE tab.

e Click New in the agent section.

e Enter values for the following fields:

e Name: Enter the name or identity of the agent. This is the agent profile name, which is the
name the agent uses to log into OpenSSO Enterprise. Multi-byte names are not accepted.

NOTE: while enabling SSO on Cisco Unified Communications Manager or Cisco Unity
Connection, when requested for “Enter the name of the profile configured for this policy
agent”, the above configured agent name should be entered.
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e Password: Enter the agent password. However, it must be the same password entered in the
agent profile password file that is used by the agentadmin utility to install the agent.

NOTE: while enabling SSO on Cisco Unified Communications Manager or Cisco Unity
Connection, when requested for “Enter the password of the profile name”, the above
configured password should be entered.

e Re-Enter Password: Confirm the password.

e Inthe Server URL field, enter the OpenSSO Enterprise server URL.

e  For example: https://<OpenAM FQDN>:8443/opensso

e Inthe Agent URL field, enter the URL for the agent application.

e  For example: https://<Cisco Unity Connection FQDN>:8443/agentapp

e C(lick Create.
The Console creates the agent profile and displays the J2EE Agent page again with a link to the
new agent profile.

%) OpensS0 - Mozilla Firefox EEX
File Edit View History Bookmarks Tools Help

RG] https://vrajlnx.vrajoli.com:8443/opensso/agentconfig/ Agents

User: amAdmin Server: vrajinx vrajoli.com
OpenSSO

| General  Authentication  Services  DataStores | Privileges  Policies  Subjects  Agents

Web | J2EE | Web Senvice Provider  Web Senice Client | STSClient | 22Agents  Agent Authenticator |

/(Tap Level Realm)

J2EE

J2EE agents protect Java application servers such as Glassfish, IBM WebSphere Application Server and Oracle Webl ogic Application Server.

[ Search

)
Name ‘ Repository's Location ‘

There are no entities.

£ Search
Group (0 Group)
New..
Name ‘
There are no entities.
v
Done 8l
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*) OpenSSO - Mozilla Firefox

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

Configuration:

| hitps://vrajinx. vrajol.com:8443/ opensso/ agentconfig/Agents

* Indicates required fisld

New Agent
* Name: |CUCSSO
* Password: |-ol-.-oo-
* Re-Enter |oo--ooto-
Password:

(O Local @ Centralized

Where agent properties are stored. Local is the server on which the agent is running. Centralized is

the OpenSSO Server

* Server URL: |https:ffvrajlnx.vrajoli.com:8443fopensso
protocol://host:port/deploymentUri e.g. http://opensso.sample.com:58080/opensso
* Agent URL: |https:Hucssc>238.Vrajoli.com:8443fagentapp{
protocol://host:port/deploymentUri e.g. http://agent1.sample.com:1234/agentapp
Done (4 F110%

Click on the J2EE agent created above, go to Application tab, and under Login processing enter new
Login Form URlIs.

For Cisco Unity Connection Administration:

For Cisco Unity Connection Serviceability:

For Cisco Personal Communications Assistant:

For Cisco Unity Connection Web Inbox:
For Cisco Unified CM User option:

For CUCIMOC:

For Cisco Unified CM Administration:
For Cisco Unified Serviceability:

For Cisco Unified Reporting:

For Cisco Unified OS Administration:
For Disaster Recovery System:

For Real Time Monitoring Tool (RTMT):

/cuadmin/WEB-INF/pages/logon.jsp
/cuservice/WEB-INF/pages/logon.jsp
/ciscopca/WEB-INF/pages/logon.jsp
/inbox/WEB-INF/pages/logon.jsp
/ccmuser/WEB-INF/pages/logon.jsp
/cucm-uds/WEB-INF/pages/logon.jsp
/ccmadmin/WEB-INF/pages/logon.jsp
/ccmservice/WEB-INF/pages/logon.jsp
/cucreports/WEB-INF/pages/logon.jsp
/cmplatform/WEB-INF/pages/logon.jsp
/drf/WEB-INF/pages/logon.jsp
/ast/WEB-INF/pages/logon.jsp
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*) OpenSS0 - Mozilla Firefox

6 > C X Efyrajpl{.cnm https://vrajinx.vrajoli.com:8443/opensso/agentconfig/ GenericAgentProfie.

| B Opensso

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

W Application

© Information
Profile was updated.

Edit CUCSSO | save || Reset || Backto Main Page |

Inheritance Settings ‘ I Export Configuration

= Login Processing = Not Enforced URI Processing v Response Attributes Processing ¥ Privilege Attributes Processing
= Logout Processing = Not Enforced IP Processing ¥ Common Attributes Fetching Processing = Custom Authentication Processing
¢ Access Denied URI Processing ¢ Profile Attributes Processing v Session Attributes Processing

Login Processing

Login Form URI

Current Values |/cuadmin/WEB-INF/pages/logon.jsp Remove
Jeuservice/WEB-INF/pages/logon.jsp
Iciscopca/WEB-INF/pages/logon jsp
finbox/WEB-INF/pages/logon. jsp

New Value Add

List of absolute URIs corresponding to an application's web.xml form-login-page element. (property name: com.sun.identity.agents.config.login.form)
Hot-swap: Yes

Example:

/BankApp/jsp/login jsp

v

Done ]

F110%

Under the Application tab, in the section titled “Not Enforced URI Processing” add the following
URL:
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?) OpenSSO - Mozilla Firefox E@
8 -c
| B OpenSSO

Not Enforced URI Processing -

Not Enforced URIs

[ AV /inbox/gadgets/msg/msg-gadget.xml

Remove

New Value

List of URIs for which protection is not enforced by the Agent. (property name: com.sun.identity.agents.config.notenforced. uri)
Hot-swap: Yes

Examples

/BankApp/public/*

/BankApp/images/”

Invert Not []Enabled

Enforced URIs: Inverts protection of URIs specified in Not Enforced URIs list. When set to true, it indicates that the URIs specified should be enforced and all
other URIs should be not enforced by the Agent. (property name: com.sun.identity.agents.config.notenforced.uri.invert)
Hot-swap: Yes

Not Enforced URIs Enabled

Cache Enabled: Enables the caching of the Not Enforced URIs list evaluation results. (property name:
com.sun.identity.agents.config.notenforced.uri.cache.enable)
Hot-swap: Yes

Not Enforced URIs  |1000

Cache Size: Size of the cache to be used if caching of not enforced URI list evaluation results is enabled. (property name:
com.sun.identity.agents.config.notenforced.uri.cache.size)
Hot-swap: Yes

Refresh Session [JEnabled

Idle Time: Indicates if opensso session idle time should be refreshed or reset for not enforced URIs. (property name:
com.sun.identity.agents.config.notenforced.refresh.session.idletime)
Het-swap: Yes

aRank ta tan 5
Done 4 F110%

/inbox/gadgets/msg/msg-gadget.xml

Go to OpenSSO Services tab, Under Login URL add OpenSSO Login URL as
https://<OpenSSO FQDN>:8443/opensso/Ul/Login?module=<WindowsDesktopSSO_Module>

WindowsDesktopSSO_Module should be same as the one created in section 10.2

Ex: https://<OpenAM FQDN>:8443/opensso/Ul/Login?module=CUCMUser
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*) OpenSS0 - Mozilla Firefox

User: amAdmin Server: vrajinx.vrajoli.com
OpenSSO

OpenSSO Services

Edit CUCSSO

Inheritance Settings ‘ | Equ@@quggy,ragion_|

= Login URL = Authentication Service = User Data Cache Service
¢ Logout URL ¥ Policy Client Service = Session Client Service
Login URL

OpenSS0O Login URL
Selected:

https://vrajinx.vrajoli.com:8443/opensso/Ul/Login?module=Harihara

Move to Top

Move to Bottor]

Add

OpenSSO login page URL. (property name: com.sun.identity.agents.config.login.url)
Hot-swap: Yes

Example:

http://host:port/opensso/Ul/Login

Login URL [v]Enabled
Prioritized: Specifies if failover sequence for Login URLs or CDSSO URLs should be pricritized as defined in the OpenSSO Login URL list. (property
name: com.sun.identity.agents.config.login.url. prioritized) v
Done & F110%
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11Undeploying/Removing OpenSSO Enterprise (OpenAM)

11.1  Uninstalling OpenSSO Enterprise (OpemAM) Server
deployed on Linux Platform.

. Stop the tomcat running on OpenAM server, by executing shutdown.sh under /root/

apache-tomcat-7.0.0/bin directory.
. Remove the following directories and all of their contents:

v" ConfigurationDirectory is the directory created when the OpenSSO Enterprise
instance is initially configured using the Configurator. The default directory is
opensso in the home directory of the user running the Configurator. If the
Configurator is run by root, ConfigurationDirectory is created in the root home

directory (/root).

v' user-home-directory.openssocfg where user-home-directory is the home directory
of the user who deployed the opensso.war file. If this user is root, the directory is

/.openssocfg.
Remove the opensso.war file from webapps directory of the tomcat.
Example: /root/ apache-tomcat-7.0.0/webapps

. Start the tomcat on OpenAM Server, by executing startup.sh under /root/ apache-

tomcat-7.0.0/bin directory

11.2 Uninstalling OpenSSO Enterprise (OpenAM) Server
deployed on Windows Platform.

. Stop the tomcat service if running on this OpenAM server. (Administrative Tools >
Services > Apache Tomcat 7 = Stop)

. Delete the opensso and .openssocfg folder from the user home directory.

. Delete the opensso.war file from the webapps folder of tomcat. Example:

c:\Program Files\Apache Software Foundation\Tomcat 7.0\webapps

. Start the tomcat from Administrative Tools = Services = Apache Tomcat 7 - Start

12 Configuring Browser’s for SSO
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Standard browser clients like Internet Explorer, Fire Fox and Safari have the capability to handle
HTTP 401: Negotiate. The steps to enable this capability for Internet Explorer 6/7/8 and Mozilla

Firefox is explained below:

12.1

Internet Explorer

Steps to setup Internet Explorer for SSO -

12.2

Supported version 6.X onwards.
In the Tool menu, go to Internet Options > Advanced > Security.
Select the check box for Integrated Windows Authentication option

Go to Tools = Internet Options - Security > Local Intranet.

v Select Custom Level. In the User Authentication/Logon panel/option, select the
Automatic Logon Only in Intranet Zone option.

v Go to Sites and select all of the options.
v Click Advanced and add the OpenSSO Enterprise to the local zone (if it is not added
already).

Additionally for IE7 and IE8 browsers, go to Tools> Internet Options> Security tab>

Uncheck the “Enable Protected Mode” check box. (requires restarting Internet Explorer)

For windows machines(Windows7/Windows 2008 and other higher versions) with
extended Protection for Authentication enabled, disable extended Protection for
Authentication by creating registry entry Under registry key
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\LSA\, Add DWORD value
SuppressExtendedProtection - 0x02

Mozilla Firefox

Steps to setup FireFox for SSO -

Supported version 3.x onwards.
Open Firefox browser.
At the address field, type about:config.

In the Filter, type network.n
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. Double click on network.negotiate-auth.trusted-uris. This preference lists the sites
that are permitted to engage in SPNEGO Authentication with the browser. Enter a comma-

delimited list of trusted domains or URLs. Example:vrajoli.com
12.3 SSO Configurations test with browser

. Logon to domain computer which is member of domain controller (Example:
vrajoli.com)

) Configure the browser capable for SSO, described in section 12.1 and 12.2

. Browse for https://<OpenAM FQDN>:8443 /opensso/Ul/Login?module=
<WindowsDesktopSSO_Module>, WindowsDesktopSSO_Module should be same as
configured in section 10.2.

In this test, it will be: https://vrajlnx.vrajoli.com:8443/opensso/Ul/Login?module=CUCMUser

. You should see You're logged in message as shown in below screen shot, which

tells all the above configurations are correct.
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& OpenSS0 - Windows Internet Explorer

p—

EEX
v E.https:,f,l’vrajlnx.vraj_oli.com:8443,|’openssojbase,{AMP._:I_Mthraﬁﬂe?iPl- VE'.EE}' Cartificate Errar *g | %K | o lh
éilé .E.dit Wiew Favorites Tools  Help
T !@OpenSSo | _| & - Bl b - hPage - (0F Tooks -

o Information
You're logged in.

Q Local intranet

H100%

13 Configuring SSO on Cisco Unified Communications
Manager 8.5

Before enabling SSO on CUCM 8.5, below configurations has to be done on CUCM.
Logon to Cisco Unified Serviceability and activate Cisco DirSync service.

Logon to Cisco Unified CM Administration, go to System -> LDAP - LDAP System,
check the ‘Enable Synchronizing from LDAP Server’ checkbox and save. Go to System -

LDAP —>LDAP Directory, create a new directory agreement with configuring LDAP

Directory information and LDAP server information, save the configuration and click on
‘Perform Full Sync’ button.

Upon completion of directory sync, AD users are imported to CUCM.

On Cisco Unified CM Administration page, go to User Management - End User,
verify all the AD users are available and LDAP Sync Status is Active.
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. Associate respective User Group to the end users and save.

Since we configure CUCM to talk to OpenAM over https while enabling SSO, we need to import

OpenAM server certificate into Call Manager tomcat-trust store before enabling the SSO on CUCM.

To get the OpenAM server certificate, Login to OpenAM URL (https://<OpenAM
FQDN>:8443/opensso), click on the security icon at the bottom right corner. Click on the Details
tab of Certificate Viewer window, click on export button and save it your desktop.

- @ o (BNEEEEG https://vrajinx.vrajoli. com:8443/opensso/task/Home

User: amAdmin  Server. viajinvrajoli.com
0pensso

J Common Tasks L‘

Create SAMLV2 Providers
These links allow you create SAMLV2 providers. They can be hosted or remote provider and identity or
provider. To create them, you just need to provide some basic information about the providers

| Create Hosted Identity Provider

pnsole contains common task
[Services Security. There are
js and Seethe

Create Hosted Service Provider

Could not verify this certificate for unknown reasons.

Issued To

.com:8443/opensso/task/Home Common Name (CN)  vrajlnx.vrajoli.com
E7l Organization (O) IPCBU JAMLV2 circle of trust and
1 0
E g = 9 Organizational Unit (OU) Cisco Systems India Pvt LTD penSSO console before
General Media Permissions Security Headers i | Serial Number 4B:2B:8B:B1
i =]
Web Site Identity \ Issued By
Website:  vrajinx.vrajoli.com:8443 Common Name (CN)  vrajlnx.vrajoli.com
Owner: This web site does not supply ownership information. Organization (0) IPCBU ) bubleshooting an issue with
Verified by:  IPCBU Organizational Unit (OU) Cisco Systems India Pvt LTD de successfully or identify
Validity
View Certificate Tssued On 12/18/2009 e
= Expires On 3/18/2010
ety i of| | Ploerpdnts Seting up Federation, product
Have I visited this web site before today? No SHA1 Fingerprint 41:13:07:1F:40:43:DA:A5:55:23:B5:31:44:76:7C:4D:63:03:FD:DE g o

blogs.
21 2

Is this web site storing information (cookies) on . o MDS Fingerprint
my computer?
Have I saved any passwords for this web site? o View Saved Passwords

ust have a Sun Online Account
Technical Details request one as part of this
Connection Encrypted: High-grade Encryption (AES-128 128 bit)
The page you are viewing was encrypted before being transmitted over the Internet.
Encryption makes it very difficult for unauthorized people to view information traveling

between computers. It is therefore very unlikely that anyone read this page as it traveled
across the network.

E

Close
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After getting OpenAM server certificate, Logon to CUCM OS Administration page, go to Security
-> Certificate Management, Click Upload Certificate button

In the Upload Certificate window, Select certificate name as ‘tomcat-trust’ and browse for the
saved OpenAM certificate and upload it.

Now we have OpenAM server certificate added into CUCM Tomcat-trust store.

13.1 CUCM 8.5 SSO CLI Commands:

There are three CLI command available for managing SSO on CUCM 8.5, they are.

. utils sso enable

o utils sso disable

. utils sso status
13.1.1 utils sso enable

Enables SSO based authentication

This command will start the wizard for enabling SSO on the CUCM. It will ask for
1) OpenAM server URL

2) Relative path for policy agent deployment

3) Profile name configured for this policy agent on the AM server

4) Password for the above

5) Module name configured for Windows Desktop SSO
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admin:util

. This will t 5 minut

and on all the

13.1.2 utils sso disable

Disables SSO based authentication, no parameters required.

admin:utils

*¥%%% W A R N I N G **%%%

nand will art t fo

on all

13.1.3 utils sso status
Provides the status of SSO on this CUCM 8.5, no parameters required.

° When SSO is Disabled:
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When SSO is Enabled:

Profile name: CUCMUser

n module name: CUCMU

n:

14 Configuring SSO on Cisco Unified Communications
Manager 8.6

With CUCM 8.6, SSO is extended to below CUCM Applications along with CCMUser and CUCiMOC.

Cisco Unified CM Administration
Cisco Unified Serviceability
Cisco Unified Reporting

Cisco Unified OS Administration
Disaster Recovery System

RTMT

Before enabling SSO on CUCM 8.6, below configurations has to be done on CUCM.

Logon to Cisco Unified Serviceability and activate Cisco DirSync service.

Logon to Cisco Unified CM Administration, go to System & LDAP & LDAP System, check
the ‘Enable Synchronizing from LDAP Server’ checkbox and save. Go to System @ LDAP
EILDAP Directory, create a new directory agreement with configuring LDAP Directory
information and LDAP server information, save the configuration and click on ‘Perform
Full Sync’ button.

Upon completion of directory sync, AD users are imported to CUCM.

On Cisco Unified CM Administration page, go to User Management B End User, verify all
the AD users are available and LDAP Sync Status is Active.

Associate respective User Group to the end users and save. For an end user to access the
SSO enabled applications like Cisco Unified CM Administration, Cisco Unified
Serviceability, Cisco Unified Reporting, Cisco Unified OS Administration and RTMT, end
user should have ‘Standard Audit Users’, ‘Standard CCM Super Users’ User Groups
associated.

Since we configure CUCM to talk to OpenAM over https while enabling SSO, we need to import
OpenAM server certificate into Call Manager tomcat-trust store before enabling the SSO on CUCM.
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14.1 CUCM 8.6 SSO CLI Commands:

14.1.1 utils sso enable

This command will enable SSO for below options selectively.

Cisco Unified CM Administration (CUCM Admin, CU Serviceability, CU Reporting)
Cisco Unified CM User Options (CUCM End User options)

Cisco Unified Operating System Administration (CUCM OS Admin, DRF)

Cisco Unified Data Service (CUCiIMOC)

RTMT
This command will start the wizard for enabling SSO on the CUCM. It will ask for
1) OpenAM server URL

2) Relative path for policy agent deployment

3) Profile name configured for this policy agent on the AM server

4) Password for the above

5) Module name configured for Windows Desktop SSO
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dmin:utils

DRE)

= RTMT

Enter

Enter

5 minute

14.1.2 utils sso disable
Disables SSO for SSO enabled options.
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completion.

in the clu

dmin, DRF)

14.1.3 utils sso status

Displays the list of SSO enabled applications.

14.2 CUCM 8.6 SSO GUI

From CUCM 8.6 release, SSO configurations (SSO enable/disable/status) are supported from GUI as
well.

To configure SSO from GUI, Logon to Cisco Unified OS Administration, Go to Security = Single Sign on
and you will see below configuration page.
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Juln Cisco Unified Operating System Administration
€15€®  For Cisco Unified Communications Solutions

Show » Settings »+ Security ~ Software Upgrades ~ Services v Help -

SSO Applications Configuration
(o) Save

r Status

A Warning:Changing the SSO settings causes an immediate Tomcat restart

rServer Settings:

Enter URL of the Open Access Manager(OpenAM) server®

Enter the relative path where the policy agent should be deployed*

Enter the password of the profile name*

Enter the name of the profile configured for this policy agent* | ‘
Enter the login module instance name configured for Windows Desktop SSO* | ‘

rSelect Applications
] Cisco Unified CM Administration (CUCM Admin, CU Serviceability, CU Reporting) Disabled
F Cisco Unified CM User Options (CUCM End User options) Disabled
"] Cisco Unified Operating System Administration (CUCM OS Admin, DRF) Disabled
F Cisco Unified Data Service (CUCIMOC) Disabled
L RTMT Disabled
-

@ *- indicates required item.

For enabling SSO from GUI, the same parameters were requested as requested from CLI. All the
inputs will be validated before enabling SSO to selected application. Check box is provided for
selecting the application(s), set the check-box to select the application for enabling SSO and click on
save button. After successful validation of all the inputs, a pop-up window is displayed saying
‘Enabling/Disabling SSO for the applications will cause Tomcat to restart. Do you want to continue?’
press OK button if you want to proceed else click Cancel button to cancel.

Below is the snapshot when SSO is enabled for all applications.
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alial.  Cisco Unified Operating System Administration
cisco For Cisco Unified Communications Solutions

Show = Seftings + Security + Software Upgrades = Services = Help -

S50 Applications Configuration
B Save

— Status

!! Warning:Changing the S50 settings causes an immediate Tomcat restart

— Server Settings:
Enter URL of the Open Access Manager(OpenAM) server®

Enter the relative path where the policy agent should be deployed®

Enter the name of the profile configured for this policy agent*

Enter the password of the profile name* B EEEEEEEERERRRERES

Enter the login module instance name configured for Windows Desktop S50% ||

— Select Applications

Cisco Unified CM Administration (CUCM Admin, CU Serviceahility, CU Reporting) Enabled

Cisco Unified CM User Options (CUCM End User options) Enabled

Cisco Unified Operating System Administration (CUCM OS5 Admin, DRF) Enabled

Cisco Unified Data Service (CUCIMOC) Enabled

RTMT Enabled
-

® *_ indicates required iterm.

To disable SSO enabled application(s), uncheck the check box of the SSO enabled application(s), then
click on save button. pop-up window is displayed saying ‘Enabling/Disabling SSO for the
applications will cause Tomcat to restart. Do you want to continue?’ press OK button if you want to
proceed else click Cancel button to cancel.

15 Configuring SSO on Cisco Unity Connection 8.6

Before enabling SSO on CUCM 8.6, below configurations has to be done on Cisco Unity Connection.

e Import users to Unity Connection either directly from LDAP server OR from CUCM, however
users imported from CUCM must first be imported from LDAP to CUCM). Users must be
configured with the appropriate roles to log in to Cisco Unity Connection Administration, or
Cisco Unity Connection Serviceability.

e For co-res and stand-alone Connection server, users accounts that will access Cisco Unity
Connection Administration and Cisco Unity Connection Serviceability, must have the
"System Administrator” role. To give a user the "System Administrator” role, select the user
in Cisco Unity Connection Administration, choose Edit/Roles from the menu, then select
"System Administrator” from the available roles, and add it to the user's Assigned Roles

e Since we configure CUCM to talk to OpenAM over https while enabling SSO, we need to
import OpenAM server certificate into Call Manager tomcat-trust store before enabling the
SSO on Unity Connection.

15.1 CUC 8.6 SSO CLI Commands

There are three CLI command available for managing SSO on CUCM 8.5, they are.

e utils sso enable
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utils sso disable

utils sso status

15.1.1 utils sso enable

Enables SSO based authentication. Connection offers following options for enabling SSO:

Cisco Unified CM Administration (CUCM Admin, CU Serviceability, CU Reporting)
Cisco Unified CM User Options (CUCM End User options)

Cisco Unified Operating System Administration (CUCM OS Admin, DRF)

Cisco Unity Connection PCA and Web Inbox

Cisco Unity Connection Administration

Cisco Unified Data Service (CUCiIMOC)

RTMT

This command will start the wizard for enabling SSO on the CUCM. It will ask for
1) OpenAM server URL

2) Relative path for policy agent deployment

3) Profile name configured for this policy agent on the AM server

4) Password for the above

5) Module name configured for Windows Desktop SSO
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15.1.2 utils sso disable

Disables SSO based authentication, no parameters required.

ul cowmplecion.

in the eluster.

Unified CM Adwinistration C hility, CU Reporting)

BV,

Unified CH

Unifie in Ad 1 ! C idmin, DRF)

- want g i Admini ion M Admin, CU ility Feporting)
ou want to

T

u want to

ou want t

15.1.3 utils sso status

Provides the status of SSO on UC 8.6, no parameters required

15.2 Cisco Unity Connection 8.6 SSO GUI

To configure SSO from GUI, Logon to Cisco Unified OS Administration, Go to Security = Single Sign on
and you will see below configuration page.
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+aln  Cisco Unified Operating System Administration
€1%€°  For Cisco Unified Communications Solutions

Show ~ Settings ~ Security ~ Software Upgrades ~ Services v Help ~

SS0 Applications Configuration
[, save

rStatus

_ﬁ Warning:Changing the SSO settings causes an immediate Tomcat restart

rServer Settings:

Enter URL of the Open Access Manager(OpenAM) server*

Enter the relative path where the policy agent should be deployed* ‘
Enter the name of the profile configured for this policy agent™ ‘

Enter the password of the profile name* ‘

Enter the login module instance name configured for Windows Desktop SS0* ‘UnTversaLSSO

rSelect Applications

OselectAll  Applicationngme ~ ssoStaus
O Cisco Unified CM Administration (CUCM Admin, CU Serviceability, CU Reporting) Disabled
L} Cisco Unified CM User Options (CUCM End User options) Disabled
] Cisco Unified Operating System Administration (CUCM OS Admin, DRF) Disabled
0 Cisco Unity Connection PCA and Web Inbox Disabled
O Cisco Unity Connection Administration Disabled
Ld| Cisco Unified Data Service (CUCIMOC) Disabled
a RTMT Disabled
-

For enabling SSO from GUI, the same parameters were requested as requested from CLI. All the
inputs will be validated before enabling SSO to selected application. Check box is provided for
selecting the application(s), set the check-box to select the application for enabling SSO and click on
save button. After successful validation of all the inputs, a pop-up window is displayed saying
‘Enabling/Disabling SSO for the applications will cause Tomcat to restart. Do you want to continue?’
press OK button if you want to proceed else click Cancel button to cancel.

Below is the snapshot when SSO is enabled for all applications.
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€I5€®  For Cisco Unified Communications Solutions

Jale Cisco Unified Operating System Administration -

Show » Settings + Security » Software Upgrades ~ Services » Help ~

SSO0 Applications Configuration
[ save

rStatus

‘AWarning:Chang\'ng the SSO settings causes an immediate Tomcat restart

rServer Settings:

Enter URL of the Open Access Manager(OpenAM) server®

Enter the relative path where the policy agent should be deployed*
Enter the name of the profile configured for this policy agent*
Enter the password of the profile name*

Enter the login module instance name configured for Windows Desktop SSO*

rSelect Applications

[ ISelect All Application name SSO Status
Cisco Unified CM Administration (CUCM Admin, CU Serviceability, CU Reporting) Enabled
Cisco Unified CM User Options (CUCM End User options) Enabled
Cisco Unified Operating System Administration (CUCM OS Admin, DRF) Enabled
Cisco Unity Connection PCA and Web Inbox Enabled
Cisco Unity Connection Administration Enabled
Cisco Unified Data Service (CUCIMOC) Enabled
RTMT Enabled

[s2ee

@ *- indicates required item.

16 OpenSSO Enterprise Session Failover
NOTE: Refer this chapter if you wish to configure the session failover

Session failover ensures that session data remains accessible to OpenSSO Enterprise servers
and OpenSSO Enterprise Policy Agents. Service requests are routed to a failover server, the
user's session continues uninterrupted, and no user data is lost. The OpenSSO Enterprise
Session Service maintains authenticated session states and continues processing new client
requests subsequent to the failure. In most cases, without session failover, after system
failure and subsequent service recovery, the user would have to re-authenticate.

Session failover is critical when end-users' transactions involve financial data or other
sensitive information that is difficult to recover when a system failure occurs. With session
failover, when a system failover occurs, the user's transaction can proceed uninterrupted.
Session failover is less important if end-users are, for example, reading but not writing data.

When you configure OpenSSO Enterprise for session failover, the user's authenticated
session state is stored in the Berkeley Database in the event of a single hardware or
software failure. In session failover deployments, you configure the OpenSSO Enterprise
servers to communicate with Message Queue brokers which manage session state
persistence in the Berkeley Database. This configuration enables the users session to fail
over to a backup OpenSSO Enterprise server without losing any session state information.
The user does not have to login again. The backup OpenSSO Enterprise server is determined
among the available servers in the configuration list by an internal algorithm.
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This type of deployment ensures the state availability even if one of the OpenSSO Enterprise
servers is inaccessible due to scheduled maintenance, hardware failure, or software failure.

However, the single load balancer can be a single point of failure. When this load balancer is
inaccessible, no OpenSSO Enterprise

16.1 Requirements for AMSFO

Key components that are required for basic session failover in an OpenSSO Enterprise
deployment for high availability are:

e Asingle load balancer distributes the workload among multiple OpenSSO Enterprise
This increases transaction throughput, and ensures failover when a system failure
occurs.

e Multiple OpenSSO Enterprise servers with respective embedded Directory Servers
act as backups when system failure occurs. Embedded Directory Servers ensure that
replicated configuration data is always available even during system failure.

e  When OpenSSO Enterprise is configured for session failover, a Java Message Queue
Broker Cluster replicates session data and stores it in the Berkeley Database. When
a system failure occurs, the replicated session data is made available to Policy
Agents so that the end-user does not lose data and does not have to re-authenticate
after system recovery.

e Multiple Berkeley Databases are used to store session data, and are configured for
session failover. If one Berkeley Database fails, the working Berkeley Database can
provide session data to the OpenSSO Enterprise servers for session validation.

In all examples in this chapter, load balancers represent the only access points to OpenSSO
Enterprise servers. An access point can be any hardware or software that acts as a load
balancer, and is associated with a site, that is installed in front of OpenSSO Enterprise
servers. Policy Agents interact with OpenSSO Enterprise servers through these access
points.

16.2 Configuration of AMSFO components
16.2.1 Installation and configuration of Load Balancer

16.2.1.1 Installation of Load Balancer on Linux Platform.

To configure load balancer on Linux platform, install the Red Hat Enterprise Linux 5.5
(lower version of RHEL can also be used). Once RHEL is installed, configure network
settings and create an entry in DNS servers for this RHEL host. Once everything is
configured on this RHEL server, we will install Sun Java System Web Server application for
load balancing.

In this guide we will be configuring Sun Java System Web Server as the load balancer; you
can get the Sun Java System Web Server setup file from https://cds.sun.com/is-
bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/ViewProductDetail-
Start?ProductRef=SJWS-7-TechPrvw-OTH-G-Beta@CDS-CDS SMI URL.

On the above download page, select the platform as Linux and download the installation file.

Copy the installation file to the above RHEL server at any location and run the setup.
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L L I S S o L O O O O S I s
+++

[root@ssoloadbal Sun Java System Web Server]# ./setup

Welcome to the Oracle iPlanet Web Server 7.0.9 installation wizard.
Copyright (c) 2007, 2010, Oracle and/or its affiliates. All rights reserved.
Oracle and Java are registered trademarks of Oracle and/or its affiliates.

Other names may be trademarks of their respective owners.

You will be asked to specify preferences that determine how Oracle iPlanet Web

Server 7.0.9 is installed and configured.
The installation program pauses as questions are presented so you can read the
information and make your choice. When you are ready to continue, press Enter
(Return on some keyboards).

<Press ENTER to Continue>
Some questions require that you provide more detailed information. Some
questions also display default values in brackets [|. For example, yes is the
default answer to the following question:

Are you sure? [yes]

To accept the default, press Enter.

To provide a different answer, type the information at the command prompt and

then press Enter.

<Press ENTER to Continue>

Oracle iPlanet Web Server components will be installed in the directory listed

below, referred to as the installation directory. To use the specified
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directory, press Enter. To use a different directory, enter the full path of
the directory and press Enter.

Oracle iPlanet Web Server Installation Directory [/opt/oracle/webserver7]

nn

{"<" goes back, "!" exits}:

Specified directory /opt/oracle/webserver7 does not exist

Create Directory? [Yes/No] [yes] {"<" goes back, "!" exits} yes

Select the Type of Installation

1. Express
2. Custom

3. Exit

What would you like to do [1] {"<" goes back, "!" exits}? 1

Choose a user name and password. You must remember this user name and password
to administer the Web Server after installation.

"_n nypn

Administrator User Name [admin] {"<" goes back, "!" exits}
Administrator Password:

Retype Password:

Product : Oracle iPlanet Web Server
Location : Jopt/oracle/webserver7

Disk Space : 231.37 MB

Administration Command Line Interface

Copyright © 2010 Cisco Systems, Inc. All rights reserved.



Server Core

Start Administration Server [yes/no] [yes] {"<" goes back, "!" exits}: yes

Ready to Install

1. Install Now
2. Start Over
3. Exit Installation

What would you like to do [1] {"<" goes back, "!" exits}? 1

Installing Oracle iPlanet Web Server
[-1%---------=---- 25%------=-ememunnnn 50%----------=-=---- 75%--------=n--- 100%]

Installation Successful.

Refer to the installation log file at:
/opt/oracle/webserver7/setup/install.log for more details.

Next Steps:

- You can access the Administration Console by accessing the following URL:
https://ssoloadbal.vrajoli.com:8989
[root@ssoloadbal Sun Java System Web Server|#

T L I S e T O s o L O O O O i = R IS
+++

16.2.1.2 Installation of Load Balancer on Windows platform.

To configure load balancer on windows platform, install Windows XP SP2 /Windows server
2003. Once windows OS is installed, configure network settings and create an entry in DNS
servers for this host. Once everything is configured on this windows machine, we will install
Sun Java System Web Server application for load balancing.

Copyright © 2010 Cisco Systems, Inc. All rights reserved.



In this guide we will be configuring Sun Java System Web Server as the load balancer; you
can get the Sun Java System Web Server setup file from https://cds.sun.com/is-
bin/INTERSHOP.enfinity/WFS/CDS-CDS SMI-Site/en US/-/USD/ViewProductDetail-
Start?ProductRef=S]WS-7-TechPrvw-OTH-G-Beta@CDS-CDS SMI URL.

On the above download page, select the platform as windows xp/windows server 2003 and
download the installation file.

Copy the installation file to the above windows server at any location and run the setup.
Below is the example of setup done in this guide

L A S S o O O O O o O e a5 L I O U U O A O
+++

C:\Documents and Settings\ Administrator\Desktop\sjsws-7_0ul-windows-i586>dir
Volume in drive C has no label.
Volume Serial Number is 1C23-BFE7

Directory of C:\Documents and Settings\Administrator\Desktop\sjsws-7_0ul-windows-
i586

09/25/2010 10:35PM <DIR>
09/25/2010 10:35PM <DIR>
09/25/2010 10:35PM <DIR> Legal
09/25/2010 01:20 PM 751 README.txt
09/25/2010 01:22 PM 20,603 setup.exe
09/25/2010 10:34 PM <DIR> WebServer
2 File(s) 21,354 bytes
4 Dir(s) 8,806,412,288 bytes free

C:\Documents and Settings\Administrator\Desktop\sjsws-7_0ul-windows-
i586>setup.exe
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& Sun Java System Web Server 7.0U1 Install Wizard

Welcome

Weltame to the Sun Java System Web Server 7.0U1 installation wizard. This wizard is
usedto install the Web Server.

Enterprise
System

‘ Back Mext 3 | Cancel || Help

& Sun Java System Web Server 7.0U1 Install Wizard

Software License Agreement

Sun Microsystemns, Inc. (5un") SOFTWARE LICEMSE AGREEMENT ("SLA" and
EMTITLEMEMT for SOFTWARE

L] »

Enterprise A ERTITLEMENT for SOFTWARE. Capitalized terms not defined in this

Entitlement have the meanings ascribed to them in the SLA (attached
55F5tem helow as Section B). These terms will supersede any inconsistent ar
conflicting terms in the SLA,

Licensee {"ou"): The entity receiving the Software fram Sun.

Effective Date: Date You receive the Softiware.

4]

Dioyou agree with the terms ofthis license?

® | Yes

) Ho

£ Back Next 3 Cancel Help
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4 Sun Java System Web Server 7.0U1 Install Wizard

4- Select Installation Directory
—
—_—
]ava' Installation Directory:
CAProgram FilesiSuniWehServer? Browse...
|ava™
Enterprise
System
€ Back Next 3 Cancel Help

& Sun Java System Web Server 7.0U1 Install Wizard

Select the Type of Installation

Selectthe tvpe of installation you want to perform, then click Next.

@ Express
Enterprise
System

The easiestinstallation, with standard options installed automatically,
i Custom

Custom installation based an user choices.

£ Back Ne:-_:_t } Cancel Help
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& Sun Java System Web Server 7.0U1 Install Wizard

Administration Server Settings

Choose a user name and passwiard, You must rememberthis user name and
password to administer the Weh Server after installation.

Administrator User Mame |admin |

Enterprise
System

Administrator Password |*“'“‘“** |

Fetype Password |“'*'*'“‘*‘*‘* |

£ Back || Mext 3 | Cancel

4 Sun Java System Web: Server 7.0U1 Install Wizard

Ready to Install

FProduct : Sun Java System Web Server

Location ; ChiFrogram FilestiSunmi®ebSemer?

Enterprise
System

Disk Space ;: 239.74 MB

Administration Command Line Interface
Server Core

Sample Applications

Language Pack far Sener Core

Language Pack for Administration Command Line Interface

4 Back Install How 3 Cancel

Help
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& Sun Java System Web Server 7.0U1 Install Wizard

Installation Complete

Installation Successful.

: Fefer to the installation log file at:
Enterprise

System

more details.

Hext Steps:

1. Start the Administration Semer by executing:

CAProgram FilesiSuntWehServerfiadmin-senetbinstatsen
hitpsitvrajoli-labxp vrajoli.com: 8989

Click Finish to exit the installation program.

CAProgram FilesiSuniehServerfisetumSun_dava_Systerm_wWeb Server_install.log for

2.%0ou can access the Administration Console by accessing the following URL
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File  Action  WView Help

% Services (Local)
Sun Java System Web Server 7.0 Marme Description Skatus Skartup Type Log On As
Administration Server Sy OfficeSiean HT Listener Receivesc... Started Automatic Lacal System
Start the service %OfficeScan MT Proxy Service Scans net.., Manual Local System
— %OFFiceScanNT RealTime Scan Performs R...  Starked Autamatic Local System
%Performance Logs and Alerts Collects pe... Manual MNetwork 5.,
%Plug and Play Enables ac... Started Automatic Local System
%Portable Media Serial Mumber Service Retrieves ... Manual Local System
%Print Spooler Loads files ... Started Automatic Local System
%Pmtected Storage Provides pr... Started Automatic Local System
%QOS RSYFP Provides n... Manual Local System
%Remote Access Auto Connection Manager Createsa ... Manual Local System
%Remote Access Connection Manager Creates ... Started Manual Local System
%Ramute Dieskiop Help Session Manager Manages a... Manual Local System
%Remﬂte Packet Capture Protocol v.0 (experimental) Allows kac... Manual Local System
%Ramute Procedure Call {(RPC) Provides th,,. Started Automatic Network 5.,
%Remﬂte Procedure Call {(RPC) Locator Managest... Manual Metwork S...
%Ramote Reqgistry Enables re..,  Started Automatic Local Service
%Removable Starage Manual Local System
%Rauting and Remate Access Offers rout,.. Disabled Local System
%Safe!\let Log Service Allows logg...  Starked Automatic Local System
%Safer\let Token Service Token serv...  Started Automatic Local System
%Safe!\lat Wirbual Channel Monitor RequiredF...  Started Automatic Local System
%Secnndary Logan Enables st...  Started Automatic Local System
%Security Accounts Manager Stores sec Started Automatic Local System
%Security Cenker Maonikars s... Automatic Local System
%Servar Supports fil.,.  Started Automatic Local System
%She\l Hardware Detection Provides n...  Started Automatic Local System
%Smart Card Manages a...  Started Automatic Local Service
%Sularwinds TFTP Server Solarwinds... Manual Local System
%SnundMAX Agent Service Started Automatic Local System
%SSDP Discovery Service Enables dis,.., Started Manual Local Service
%Sun Java System Web Server 7.0 (https-vrajoli-labxp. vrajoli. can) Manual Local System
%System Ewent Notification Automatic Local System
%System Restore Service Automatic Local System
%Task Scheduler Automatic Local System
%TCPIIP MetBIOS Helper Automatic Local Service
%Telaphony Manual Local System
Telnet En:  pll Tasks 3 Disabled Local System
%Termlnal Services Al Manual Local System
Themes Prc Refresh Automatic Local System
%Umnterrupt\h\e Pawer Supply M3 properties Manual Local Service
%Universal Plug and Flay Device Host Prc Manual Local Service
WMC Server Version 4 Help Automatic Local System
%Volume Shadow Copy Manages a... Manual Local System
%Webc\iant Enables 'Wi... Started Automatic Local Service
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) Sun Java(TM) System Web Server Ad onsole - Mozilla Firefox

Sun Java” System Web Server
Admin Comsole

Server Name: vrajoli-labxp
User Name:

Password:

Copyright © 2007 Sun Microsystems, Inc. All rights reserved. U.S. Government Rights - Commercial
software. Government users are subject to the Sun Microsystems, Inc. standard license agreement
and applicable provisions of the FAR and its supplements. Use is subject to license terms. This
distribution may include materials developed by third parties. Sun, Sun Microsystems, the Sun lego,
Java and Solaris are trademarks or registered trademarks of Sun Microsystems, Inc. in the U.S. and
other countries. All SPARC trademarks are used under license and are trademarks or registered
trademarks of SPARC International, Inc. in the U.S. and other countries. UNIX is a registered
trademark in the U.S. and other countries, exclusively licensed through X/Open Company, Ltd.

4 F110% #) ]

L L o T R O O S S S T S I S S T o
+++

16.2.1.3 Configuration of Load Balancer for HTTP load balancing

Browse the Load Balancer URL, https://ssoloadbal.vrajoli.com:8989, you will be presented
with below login page, Login to the admin console.
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Sun Java” System Web Server
Admin Corsole

Server Name: vrajoli-labxp
User Name:

Password:

Copyright © 2007 Sun Microsystems, Inc. All rights reserved. U.S. Government Rights - Commercial
software. Government users are subject to the Sun Microsystems, Inc. standard license agreement
and applicable provisions of the FAR and its supplements. Use is subject to license terms. This
distribution may include materials developed by third parties. Sun, Sun Microsystems, the Sun lego,
Java and Solaris are trademarks or registered trademarks of Sun Microsystems, Inc. in the U.S. and
other countries. All SPARC trademarks are used under license and are trademarks or registered
trademarks of SPARC International, Inc. in the U.S. and other countries. UNIX is a registered
trademark in the U.S. and other countries, exclusively licensed through X/Open Company, Ltd.

o F110% 4 |

After login, you will see below page,

Copyright © 2010 Cisco Systems, Inc. All rights reserved.



™) Oracle iPlanet Web Server Admin Console - Mozilla Firefox

@ - C X o (ENE z E\n__a__d_b_@_\_,_\{[’_a]_n_\i_._z_:q[1'_7_;E_i__éég/‘adm\nguw-é1-151\nguVserverTasksGenera\?_mken_zS!D}é‘D‘i‘D-S_(_]Z_Q_f}_l_g?—T_j d

JE 1 Loading...

User: admin Server: ssoloadbal.vrajoli.com
Oracle iPlanet Web Server

J Common Tasks L Configurations. ‘i Nodes L Server Certificates  Monitoring

Common Tasks
To access information about a task, select the "i" info button. To understand the terminclogy, click here.

Configuration Tasks Virtual Server Tasks
Select Configuration: fsealnadhalvrainlicos g | Select Virtual Senver: | seoinadhal wrainli com Yo
. Edit Configuraticn . Edit Virtual Server =
. New Instance i Add Web Application gy
| Start/Stop Instances . Document Directories =t

| Edit Java Settings

. Log Preferences and Archival

i CGl Directories
| URL Redirects

| Request Server Certificate . Setup Reverse Proxy

. Install Server Certificate View Summary

[L
. View Summary

. New Configuration - New Virtual Server i)
. Migrate 6.0/6.1 Instances
| View Logs
Documentation Product Registration
. View Online Documentation e | Register with Sun Connection e .10

= Disable News Updates

&3

* Announcing Open Web Server, the open source project based on Sun Java System Web Server 7.0.
. m Web Server 7.0 Undate 8 hz

Dane 4| F110% #

Click on Configurations tab, then click on the load balancer name (ssoloadbal.vrajoli.com) as
shown below (Configurations = Load Balancer Name)
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™) Oracle iPlanet Web Server Admin Console - Mozilla Firefox

J [E 1 OradleiPlanet Web Serv...

User: admin Server: ssoloadbal.vrajoli.com
Oracle iPlanet Web Server

MY <oreoes

Configuration refers to a set of metadata that configures the runtime services of a Web Server. The configuration metadata is used by the server runtime te load
built-in services, third party plug-ins and setup other server extensions such as database drivers for serving web pages and dynamic web applications. Click on the
Migrate Configuration(s) button to migrate the Web Server 6.0/6.1 instance(s) to Web Server 7.0. This action also causes all the deployed web applications on the
Web Server €.0/6.1 instance(s) to be migrated.

Configurations (

‘ New... H Deploy... ‘ Duplicate... H Start... H Stop || Restart H Delete... |

‘ Configurations A‘ Configuration State A| Instances S | Instances State A|
[ | ssoloadbal vrajoli.com Deployed 1 @ 1 Not Running

https://ssoloadbal.vrajoli.com:8989/admingui/admingui/serverConfigurationsGeneral?serverConfigurationsGeneral. generalConfigurations T able. configHref=ssoloadbal.vrajol.comé&__toke... & F110% #°

After clicking on the load balancer name, you will see below page,
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™) Oracle iPlanet Web Server Admin Console - Mozilla Firefox

6 - C X v g https://ssoloadbal.vrajoli. com:8989/admingui/ admingui/vsGeneralPvsGeneral. BreadCrumblink1=configVirtualSe 77 - |

J E1 OracleiPIanetWehServ...!
HOME | REFRESH | LOG OUT
User: admin Server: ssoloadbal.vrajoli.com Instance(s) Running 0
Oracle iPlanet Web Server Instance(s) Stopped g 1

Configurations > ssoloadbal.vrajoli.com

J Virtual Servers

ssoloadbal.vrajoli.com - Configuration Virtual Servers
When you use virtual servers you can offer companies or individuals demain names, |IP addresses, and some server monitering capabilities with a single installed
server. For the users, it is almost as if they have their own web servers, though you provide the hardware and basic web server maintenance. This page lets you

create and edit virtual servers defined for the selected configuration.

Virtual Servers (1)

[uNew....|| Duplicate... || Add Web Application... || Delete... |
‘ Name a | Listener a ‘ Hosts A‘ Document Root A|
O ssoloadbal.vrajoli.com [*:8443] ssoloadbal.vrajoli.com .Idocs

Done 4| Fi10% &

Click on the Load Balancer Name (ssoloadbal.vrajoli.com) under Virtual Servers, you will
see the below page.
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™) Oracle iPlanet Web Server Admin Console - Mozilla Firefox

6 ¢ X & https://ssoloadbal. vrajoli. com:8989/admingui/ admingui/ configVirtualServers ?configVirtualServers. configVirtualse 7 -

J [E 1 Oracle iPlanet Web Serv!

VERSION
User: admin Server: ssoloadbal.vrajoli.com Instance(s) Running 0
Oracle iPlanet Web Server Instance(s) Stopped g 1

HOME | REFRESH | LOG OUT

Configurations > ssoloadbal.vrajoli.com > Virtual Servers > ssoloadbal.vrajoli.com

J Server Settings

JGeneral Log Preferences | Monitoring Settings | Request Limits

ssoloadbal.vrajoli.com - Virtual Server General Properties

All virtual servers have one or more HTTP Listeners specified. When a new request comes in, the Server determines which virtual server to send it to based on the
configured HTTP Listener. You can associate HTTP Listeners from this page. Configure virtual server properties from this page.

v General ¥ Quality of Service + P3P Settings
¥ HTTP Listeners * Localization + Variables
General

Name: ssoloadbal.vrajoli.com

Virtual Server:  [v]Enabled

Document Root: |.‘/docs

Document root for the virtual server (Absolute path or path relative to the server's configuration directory)
|ssoloadbal.vrajoli.com

You can enter more than one URL host, separated by commas

Hosts:

= Back to top

HTTP Listeners

HTTP Listeners (

@‘Name

- IP Address - |Port
O http-listener-1 * [All IP Addresses]

| ssL
8443 © Enabled

Description a ‘

Done

v

O/ Fiio% # |

Click on HTTP Listeners, then click on http-listener-1 and set the port value to 8443 as
shown below. Click on Apply button followed by Close button.
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) Edit HTTP Listener - General Settings - Mozilla Firefox ‘:”E”z‘

W=l https://ssoloadbal. vrajoli. com:8989/admingui/ admingui/vsGeneral?vsGeneral. vsGeneralPropSheet 77|

o

Edit HTTP Listener - General Settings | Apply || Close |

The Server accepts the HTTP requests via an HT TP Listener before forwarding the
request to the configured Virtual Server. This page allows you to add and configure HTTP
Listeners. HTTP Listeners must have a unigue combination of port number and IP address.
You can use either IPv4 or IPv6 addresses. Setting the IP address to " creates an HTTP
Listener that listens on all IP addresses on that port.

v General ¥ Advanced v
* Indicates required field
General
Name: http-listener-1  [#|Enabled

* Port: |8443

Port on which to listen

* IP Address: *
IP address, or * to listen on all IP addresses
* Server Name: |ssoloadbal.vrajoli.com
Default Server Name
* Default Virtual | ssoloadbal.vraioli.com v =
Done i F110% #

Then Click in Content Handling tab under Configurations = ssoloadbal.vrajoli.com -
Virtual Servers = ssoloadbal.vrajoli.com.

Under Content handling tab, select Reverse Proxy tab.
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™) Oracle iPlanet Web Server Admin Console - Mozilla Firefox

https://ssoloadbal. vrajoli. com:8989/admingui/admingui/ contentURLForwardings ?contentURLForwardings.vs T at TJ_

J [E 1 OradleiPlanet Web Serv...

User: admin Server: ssoloadbal.vrajoli.com A\ Deployment Pending
Oracle iPlanet Web Server

Instance(s) Running 0
Instance(s) Stopped @ 1

HOME | REFRESH | LOG OUT | HELP

Configurations > ssoloadbal.vrajoli.com > Virtual Servers > ssoloadbal.vrajoli.com

General = Document Directories | cal ‘ URL Redirects = Error Pages | Reverse Proxy | FastCGl | MIME Types

ssoloadbal.vrajoli.com - Reverse Proxy

A reverse proxy is a proxy that appears to be a web server (origin server) to clients but in reality forwards the requests it receives to one or more origin servers.
Configure reverse proxy here

Reverse Proxy (0)

URI Prefix

| Server Names ‘
No Reverse Proxy URI has been added. Click on New button to add a Reverse Proxy URI

Done

o] Filo% #

Click on New button.

You will see below page.
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1 Reverse Proxy - Mozilla Firefox

| https://ssoloadbal. vrajoli.com:8989/admingui/admingui/vsAddReverseProxy?__token_ =83078020-6029-41c9-8286-59¢d: 1.7 |

Oracle iPlanet Web Server

Add Reverse Proxy URI

A reverse proxy is a proxy that appears to be a web server (origin server) to clients but in reality forwards the
requests it receives to one or more origin servers.

" Indicates required field

* URI Prefix: |
Enter Reverse Proxy URI here

* Server Names: |
Enter server names here

Dane 3| F110% #°

Under URI Prefix, enter / and under Server Names enter the OpenAM Enterprise servers
hostname. In this guide, we have two OpenAM Enterprise servers namely
cucmssol.vrajoli.com and cucmsso2.vrajoli.com. Click on OK button.

URI Prefix: /

Server Names: https://cucmssol.vrajoli.com:8443,https://cucmsso2.vrajoli.com:8443

Later you see Reverse Proxy URI Created Successfully.
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™) Oracle iPlanet Web Server Admin Console - Mozilla Firefox

6 - X & Oy ” https://ssoloadbal. vrajoli.com:8989/admingui admingui/ contentReverseProxy

J [E 1 Oracle iPlanet Web Serv!

User: admin Server: ssoloadbal.vrajoli.com

A Deployment Pending
Oracle iPlanet Web Server

Instance(s) Running 0
Instance(s) Stopped @ 1

Configurations > ssoloadbal.vrajoli.com > Virtual Servers > ssoloadbal.vrajoli.com

Web A s Content Handling NebDAV

General | DocumentDirectories | CGI | URL Redirects ~ Error Pages | Reverse Proxy | FastCGl | MIME Types

o Reverse Proxy URI Created Successfully

ssoloadbal.vrajoli.com - Reverse Proxy

A reverse proxy is a proxy that appears to be a web server (origin server) to clients but in reality forwards the requests it receives to one or more origin servers.
Configure reverse proxy here

Reverse Proxy (1)

[ew. ]| pee | | €5

&2l ‘ URI Prefix - ‘ Server Names ‘
[ https://cucmsso1.vrajoli.com:8443, hitps://cucmsso2.vrajoli.com:8443
I

Done

o] Filo% #

Click on / URI Prefix, modify the sticky cookie value to amlbcookie instead of JSESSIONID
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) Edit Reverse Proxy Uri - Mozilla Firefox |:||E‘rg|

1| https://ssoloadbal. vrajoli.com:8989/admingui/admingui/ contentReverseProxy?contentReverseProxy.contentReverse i,'fz_l

Oracle iPlanet Web Server ak

Edit Reverse Proxy URI

v Origin Server Configuration + Authentication

«“

HTTP Client Configuration z Forward Parameters
* Indicates required field

Origin Server Configuration B

URI Prefix: /

* Server |https:llcucmsso1 vrajoli.ci

Names: Comma separated list of server names. The server name must be a hostname, a fully
qualified domain name, an IP address, or a URL prefix without the path component
(e.g. https:/forigin.server.com or origin.server.com). If multiple values are given, the
server will distribute load among the specified servers.

Sticky [amibcookid

Cookie: Name of a cookie that, when present in a response, will cause subsequent requests to
"stick" to that origin server.

Sticky URI  |jsessionid

Parameter:  Name of a URI parameter to inspect for route information. When the URI parameter is
present in a requestURI and its value contains a colon "' followed by a route ID, the
request will "stick" to the origin server identified by that route ID.

Route Proxy-jroute

Header: Name of the HT TP request header used to communicate route IDs to origin servers.
"set-origin-server" associates each origin server named by a server parameter with a
unique route ID

Route JROUTE

Cookie: Name of the cookie generated by the server when it encounters a "sticky-cookie"
cookie in a response. The "route-cookie" cookie stores the route |D that enables the v

Done 4 F110%  #
Click on OK button.

Now you need to import the OpenAM Enterprise server 1 (cucmssol.vrajoli.com) certificate
and OpenAM Enterprise server 2 (cucmssoZ2.vrajoli.com) certificate to the Load Balancer.

Copy OpenAM Enterprise Server 1(cucmssol.vrajoli.com) and OpenAM Enterprise Server 2
(cucmssoZ2.vrajoli.com ) certificate to Load Balancer box to any location.

Now on the Load Balancer, Go to Configurations = ssoloadbal.vrajoli.com = Certificates -
Certificate Authorities tab, you will see below page.
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™) Oracle iPlanet Web Server Admin Console - Mozilla Firefox

6 - C X B i) https://ssoloadbal. vrajoil. com:8989/admingui/admingui/ config TrustedCA

J [E 1 OradleiPlanet Web Serv...

2
User: admin Server: ssoloadbal.vrajoli.com 4\ Deployment Pending
Oracle iPlanet Web Server Instance(s) Running 0
Instance(s) Stopped @ 1
Configurations > ssoloadbal.vrajoli.com
Certificates
Server Certificates = Certificate Authorities | CRL Updates | PKCS11 Tokens
ssoloadbal.vrajoli.com - Certificate Authorities (CAs)
The page lists the various certificate authorities available in the certificate database. You can install a CA certificate, a Certificate Revocation List (CRL) or delete a
CA certificate on this page. The filter in the table can be used to view expired certificates or hide built-in certificates.
Certificate Authorities (1 - 20 of 162)
| Install... || Install CRL... || Delete | | Filter: [All tems « | [
= ‘ Nickname “ Expiration Date ~|CRL N
O | Builtin Object Token:ABAecom (sub., Am. Bankers Assn.) Root CA @ July 9, 2009 11:03:53 PM IST Not Installed
O  Builtin Object Token:AC Raiz Certicamara S.A. April 3, 2030 3:12:02 AM IST Not Installed
O | Builtin Object Token:AddTrust External Root May 30, 2020 4:18:38 PM IST . Not Installed
O . Builtin Object Token:AddTrust Low-Value Services Root May 30, 2020 4:08:31 PM IST . Not Installed
O | Buittin Object Token:AddTrust Public Services Root May 30, 2020 4:11:50 PM IST Not Installed -
" | Builtin Object Token:AddTrust Qualified Certificates Root May 30, 2020 4:14:50 PM IST . Not Installed |
O | Buittin Object Token:America Online Root Certification Authority 1 November 20, 2037 2:13:00 AM IST Not Installed
O | Buittin Object Token:America Online Root Certification Authority 2 September 29, 2037 7:38:00 PM IST Not Installed
O | Buittin Object Token:AOL Time Warner Root Certification Authority 1 November 20, 2037 8:33:00 PM IST Not Installed
O | Buittin Object Token:AOL Time Warner Root Certification Authority 2 September 29, 2037 5:13:00 AM IST Not Installed
O | Buittin Object Token:ApplicationCA - Japanese Government December 12, 2017 8:30:00 PM IST Not Installed
O . Builtin Object Token:Baltimore CyberTrust Root May 13, 2025 5:29:00 AM IST . Not Installed
B | Builtin Object Token:heTRUSTed Root CA @ June 20, 2010 6:51:04 PM IST | Not Installed =
Done 4| Fl10% # |

Click on Install button, then you will be taken to Install CA Certificate wizard.
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) Install CA Certificate Wizard - Mozilla Firefox

1Ol vrajol. f':'um_' https://ssoloadbal.vrajoli.com:8989/admingui/wizard/WizardWindow?&WizardWindow.wizWinMsthdSre=¢ 77 |

Oracle iPlanet Web Server

Install CA Certificate Wizard

J Steps = Help Step 1:Select Tokens and Passwords i
= 1. Select Tokens and The page shows the list of tokens that are available for the
Passwords configuration. Enter the password for the selected token if
required.

2. Enter Certificate
Data

Configuration: ssoloadbal.vrajoli.com
3. Certificate Type

Token: | w
4. Review e intsmal iy

Select the token name from the above list. If
5 Results your key is stored in the local key database
maintained by Oracle iPlanet Web Server 7.0,
choose internal. If your key is stored in a
Smart Card or other external device or
engine, choose the name of the external

token from the drop down list box. i
Previous || Next |
Done 4 F110%  # .

Click on Next,
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Select ‘Certificate File’ radio button and specify the path where you have stored the OpenAM
Enterprise Server 1 certificate,.

) Install CA Certificate Wizard - Mozilla Firefox =13

https://ssoloadbal. vrajoli. com: 8989/ admingui/ admingui/ WizardWindow
Oracle iPlanet Web Server

Install CA Certificate Wizard

J Steps | Help Step 2:Enter Certificate Data

1. Select Tokens and Passwords Enter certificate da_ta_ in ASCIIl fo_rmat along with the headers in the text area provided or provide the
path to a file containing the certificate data.

* 2. Enter Certificate Data

3. Certificate Type O Certificate Data

4. Review

5. Results

@ Certificate File

|frootfcertsfcucmssc1 vrajoli.com.pem|
Path to the certificate file on the server

o Fl10% #

Done

Click Next button, you will see below page.

Copyright © 2010 Cisco Systems, Inc. All rights reserved.



) Install CA Certificate Wizard - Mozilla Firefox ‘:”E”z‘

https://ssoloadbal.vrajoli. com:8989/admingui/admingui/ WizardWindow

Oracle iPlanet Web Server

Install CA Certificate Wizard

J Steps | Help Step 3:Certificate Type
1. ‘Salect Tokans afd Passwords Choose the type of certificate to be installed.
2. Enter Certificate Data

" Certificate Type
3. Certificate Type & CA Certificate
4. Review (O Certificate Chain
5. Results

Done 4| F110% #*

Click on Next button.
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) Install CA Certificate Wizard - Mozilla Firefox

=]

https://ssoloadbal.vrajoli. com:8989/admingui/admingui/ WizardWindow

Oracle iPlanet Web Server

Install CA Certificate Wizard
Jm‘ Step 4:Review
1. ‘Select Tokins aiid Passwards Please review your settings here. Click Finish to continue.
2. Enter Certificate Data
Configuration: ssoloadbal.vrajoli.com
S;'Gettiicate Typs Token: internal
* 4. Review Certificate Type: CA Certificate
Certificate File: /root/certs/cucmsso.vrajoli.com.pem
5. Results
Subject: CN=cucmsso1.vrajoli.com,OU=CSIPL,0=CS,L=Bangalore,ST=Karnataka C=IN
Issuer: CN=cucmsso1.vrajoli.com,OU=CSIPL,0=CS L=Bangalore,ST=Karnataka,C=IN
Key Type: RSA
Key Size: 1024
Valid From:  Thu Aug 12 17:06:12 IST 2010
Valid Till: Wed Nov 10 17:06:12 IST 2010
Serial 4C:63:.DCAC
Number:
Fingerprint: ~ 3E:98:66:31:23:64.:67.CC:C1.C5:69:87:BC:96:0F .49
Done 4| F110% #*

Click in Finish button and you will see below page.

Copyright © 2010 Cisco Systems, Inc. All rights reserved.



F—r——r——
%) Install CA Certificate Wizard - Mozilla Firefox =14
https://ssoloadbal.vrajoli. com:8989/admingui/admingui/ WizardWindow

Oracle iPlanet Web Server

Install CA Certificate Wizard

J Steps | Help Step 5:Results

Results of Install CA Certificate

1.. Select Tokens and Passwords

2. Frker Certificain Data © cA installation Successful

3.. Certificate Type
CA Certificate Installed Successfully.

4.. Review

* 5. Results

Done 4| F110% #*

Similary, install the OpenAM Enterprise server 2 (cucmssoZ2.vrajoli.com) certificate.

After importing all the OpenAM Enterprise server certificates to Load Balancer, Click on
Deployment Pending link on the right top corner.
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™) Oracle iPlanet Web Server Admin Console - Mozilla Firefox

J [E 1 OradleiPlanet Web Serv...

User: admin Server: ssoloadbal.vrajoli.com 4\ Deployment Pending
Oracle iPlanet Web Server Instance(s) Running 0
Instance(s) Stopped @ 1

Configurations > ssoloadbal.vrajoli.com
Certificates
Server Certificates = Certificate Authorities | CRL Updates | PKCS11 Tokens
ssoloadbal.vrajoli.com - Certificate Authorities (CAs)
The page lists the various certificate authorities available in the certificate database. You can install a CA certificate, a Certificate Revocation List (CRL) or delete a
CA certificate on this page. The filter in the table can be used to view expired certificates or hide built-in certificates.
Certificate Authorities (1 - 20 of 162)
| Install... || Install CRL... || Delete | | Filter: [All tems « | [
= ‘ Nickname “ Expiration Date ~|CRL N
O | Builtin Object Token:ABAecom (sub., Am. Bankers Assn.) Root CA @ July 9, 2009 11:03:53 PM IST Not Installed
O  Builtin Object Token:AC Raiz Certicamara S.A. April 3, 2030 3:12:02 AM IST Not Installed
O | Builtin Object Token:AddTrust External Root May 30, 2020 4:18:38 PM IST . Not Installed
O . Builtin Object Token:AddTrust Low-Value Services Root May 30, 2020 4:08:31 PM IST . Not Installed
O | Buittin Object Token:AddTrust Public Services Root May 30, 2020 4:11:50 PM IST Not Installed -
" | Builtin Object Token:AddTrust Qualified Certificates Root May 30, 2020 4:14:50 PM IST . Not Installed |
O | Buittin Object Token:America Online Root Certification Authority 1 November 20, 2037 2:13:00 AM IST Not Installed
O | Buittin Object Token:America Online Root Certification Authority 2 September 29, 2037 7:38:00 PM IST Not Installed
O | Buittin Object Token:AOL Time Warner Root Certification Authority 1 November 20, 2037 8:33:00 PM IST Not Installed
O | Buittin Object Token:AOL Time Warner Root Certification Authority 2 September 29, 2037 5:13:00 AM IST Not Installed
O | Buittin Object Token:ApplicationCA - Japanese Government December 12, 2017 8:30:00 PM IST Not Installed
O . Builtin Object Token:Baltimore CyberTrust Root May 13, 2025 5:29:00 AM IST . Not Installed
B | Builtin Object Token:heTRUSTed Root CA 0 June 20, 2010 6:51:04 PM IST | Not Installed =
Done 4| Fl10% # |

you will see below page, after clicking on Deployment Pending.
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= 1

*) Configuration Deployment - Mozilla Firefox ‘ 3 HD?XI

H=l \'rajq_ﬁ.étm{ https://ssoloadbal. vrajol.com:8989/admingui/ admingui/ config TrustedCA?confic © 7 |

Oracle iPlanet Web Server

Configuration Deployment
Deploying configuration to all instances.

& Deployment Pending

The configuration ssoloadbal.vrajoli.com has changed locally.
Click on "Deploy..." to propagate the changes to all instances

Deploy... || Cancel

Done 2 F110% # .

Click on Deploy button. You will see below page after successful deployment.
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*) Results - Mozilla Firefox ‘:HE“Z‘

[=I0iE HRE ) hitps://ssoloadbal. vrajol. com:8989/admingui/admingui/ deployedConfigDeployn <7 |

Oracle iPlanet Web Server

Results

o The configuration has been deployed successfully to all
available nodes.

Close
Done 3| F110%  #
Click on Close button.
16.2.2 Installation and configuration of session failover components
16.2.2.1 Configuration of session failover components on Linux Platform

Pre-Requisites: one or more OpenAM Enterprise servers (for session
failover) installed and configured on Linux platform. For installing OpenAM
Enterprise on Linux platform, please refer white paper of <>

In this guide, we have two OpenAM Enterprise servers for session failover.
OpenAM Enterprise server 1 - cucmssol.vrajoli.com

OpenAM Enterprise server 2 - cucmssoZ2.vrajoli.com

Install the OpenSSO Enterprise session failover components on the cucmssol.vrajoli.com
host machine and thecucmssoZ2.vrajoli.com host machine
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To Install Session Failover Components on cucmssol.vrajoli.com OpenAM Enterprise
server on Linux

1. Asarootuser, login to the cucmssol.vrajoli.com host machine.
2. Create a directory into which the MessageQueue and BerkeleyDatabase bits can be
downloaded and change into it.

# mkdir /export/SFO

# cd /export/SFO
3. Copy ssoSessionTools.zip to the cucmssol.vrajoli.com host machine,
ssoSessionTools.zip is included in the openam_release9_20100207.zip file under the
tools directory. (openam_release9_20100207 /opensso/tools/ssoSessionTools.zip)
4. Unzip ssoSessionTools.zip.

# cd /export/SFO

# unzip ssoSessionTools.zip -d ssoSessionTools
5. Modify the permissions on the setup script and run it to initialize the session failover
tools.

# cd /export/SFO/ssoSessionTools
# chmod +x setup

#./setup
6. When prompted, enter opensso as the Directory to install the scripts (example:
opensso).

Note - The directory location should be relative to the current directory.
When the script is finished, the following messages are displayed:

The scripts are properly setup under directory
/export/SFO/ssoSessionTools/opensso

JMQ is properly setup under directory

/export/SFO/ssoSessionTools/jmq
7. Change to the bin directory.

# cd /export/SFO/ssoSessionTools/jmq/imq/bin
8. Run the imgbrokerd command to create a new broker instance named msggbroker.

# ./imgbrokerd -name msgqbroker -port 7777 &
9. Run netstat to verify that the newMessageQueue broker instance is up and running.

# netstat -an | grep 7777

*7777 **0 049152 0 LISTEN
10. Add a new user named msgquser.

This user will connect to theMessage Queue broker instance on servers whereMessage
Queue is installed. This user will be used only for session failover purposes, and does
not assume the privileges of the guest user. It is a good practice to create a custom user
for such purposes, and not to rely on the known user accounts or default user accounts
to help prevent brute force or DOS attacks.
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# ./imqusermgr add -u msgquser -g admin -p m5gqu5er -i msgqbroker
User repository for broker instance: msgqbroker

User msgquser successfully added.
11. Disable the guest user.

This step ensures that the guest user will not be able to access the OpenSSO Enterprise
server.

# ./imqusermgr update -u guest -a false -i msgqbroker
User repository for broker instance: msgqbroker
Are you sure you want to update user guest? (y/n) y

User guest successfully updated.
12. Modify the amsfo.conf file.

amsfo.conf has parameters that are consumed by the OpenSSO Enterprise session
failover startup script, amsfo.
e Change to the lib directory.

# cd /export/SFO/ssoSessionTools/opensso/config/lib
o Setthe following properties:

CLUSTER_LIST=cucmsso1l.vrajoli.com.example.com:7777,cucmssoZ2.vrajoli.com
.example.com:7777

BROKER_INSTANCE_NAME=msgqbroker
USER_NAME=msgquser
BROKER_PORT=7777

Note — The port used for BROKER_PORT should be the same as the one used in the
value of the CLUSTER_LIST.
e Save the file and close it.
13. Generate an encrypted password in a .password file with the following sub procedure.
e Change to the bin directory.
# cd /export/SFO/ssoSessionTools/opensso/bin
e Run amsfopassword.
This command generates an encrypted password, creates a new file named
.password, and stores the encrypted password in the new file.
Caution - amsfopassword creates the .password file in a default location based
on where the scripts were installed. If a different location is used, the
PASSWORDFILE property in amsfo.conf should be changed accordingly.
# ./amsfopassword -e m5gqub5er -f
/export/SFO/ssoSessionTools/opensso/.password
os.name=Sun0S
SUCCESSFUL
e (Optional)View the encrypted password for verification.
# more /export/SFO/ssoSessionTools/opensso/.password
M270Gb6U4ufRu+oWAzBdWw==

14. (Optional) Modify the amsessiondb script if necessary.
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The amsessiondb script (located in the /export/SFO/ssoSessionTools/opensso/bin
directory) starts the BerkeleyDatabase client, creates the database, and sets specific
database values. It is called when the amsfo script is run for the first time. The
amsessiondb script contains variables that specify default paths and directories. If any
of the following components are not installed in their default directories, edit the
amsessiondb script to set the variables to the correct locations.

IMQ_JAR_PATH=/export/SFO/ssoSessionTools/jmq/imq/lib
JMS_JAR_PATH=/export/SFO/ssoSessionTools/jmq/imq/lib
AM_HOME=/export/SFO/ssoSessionTools

Tip - Backup amsessiondb before you modify it.

15. Restart the session failover components with the following sub procedure.
a. Change to the bin directory.
# cd /export/SFO/ssoSessionTools/jmq/imq/bin
b. Stop the MessageQueue instance using the product's command line interface.
See theMessage Queue documentation for more information.
c. Run the netstat command to verify that the cucmssol.vrajoli.com broker instance is
stopped.
# netstat -an | grep 7777
If netstat returns no result, the cucmssol.vrajoli.com broker instance is stopped.
Tip - If the cucmsso1l.vrajoli.com broker instance is not stopped, kill the process using
the following
procedure.
a. Get the Java process IDs.
# ps -ef | grep java
b. Kill the Java process IDs that were returned.
# kill -O #### ####
c. Run netstat again.
d. Restart the cucmssol.vrajoli.com broker instance.
# cd /export/SFO/ssoSessionTools/opensso/bin
# ./amfso start
e. Run the netstat command to verify that the MessageQueue port is open and listening.
# netstat -an | grep 7777
*7777 ** 0049152 0 LISTEN
16. Log out of the cucmsso1l.vrajoli.com host machine.

To Install Session Failover Components on cucmsso2.vrajoli.com

1. Asarootuser, login to the mq-2 host machine.
2. Create a directory into which the MessageQueue and BerkeleyDatabase bits can be
downloaded and change into it.

# mkdir /export/SFO
# cd /export/SFO
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3. Copy ssoSessionTools.zip to the cucmssol.vrajoli.com host machine,
ssoSessionTools.zip is included in the openam_release9_20100207.zip file under the
tools directory. (openam_release9_20100207 /opensso/tools/ssoSessionTools.zip)

4. Unzip ssoSessionTools.zip.

# cd /export/SFO

# unzip ssoSessionTools.zip -d ssoSessionTools
5. Modify the permissions on the setup script and run it to initialize the session
failover tools.

# cd /export/SFO/ssoSessionTools

# chmod +x setup

#./setup
6. When prompted, enter opensso as the Directory to install the scripts (example:
opensso).

Note — The directory location should be relative to the current directory.
When the script is finished, the following messages are displayed:

The scripts are properly setup under directory
/export/SFO/ssoSessionTools/opensso

JMQ is properly setup under directory

/export/SFO/ssoSessionTools/jmq
7. Change to the bin directory.

# cd /export/SFO/ssoSessionTools/jmq/imq/bin
8. Run the imgbrokerd command to create a new broker instance named msggbroker.

# ./imgbrokerd -name msgqbroker -port 7777 &
9. Run netstat to verify that the newMessageQueue broker instance is up and running.

# netstat -an | grep 7777

*7777 **0 049152 0 LISTEN
10. Add a new user named msgquser.

This user will connect to theMessage Queue broker instance on servers whereMessage
Queue is installed. This user will be used only for session failover purposes, and does not
assume the privileges of the guest user. It is a good practice to create a custom user for such
purposes, and not to rely on the known user accounts or default user accounts to help
prevent brute force or DOS attacks.

# ./imqusermgr add -u msgquser -g admin -p m5gqu5er -i msgqbroker
User repository for broker instance: msgqbroker

User msgquser successfully added.
11. Disable the guest user.

This step ensures that the guest user will not be able to access the OpenSSO Enterprise
server.

# ./imqusermgr update -u guest -a false -i msgqbroker

User repository for broker instance: msgqbroker
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Are you sure you want to update user guest? (y/n) y

User guest successfully updated.
12. Modify the amsfo.conf file with the following sub procedure.

amsfo.conf has parameters that are consumed by the OpenSSO Enterprise session failover
startup script, amsfo.

a. Change to the lib directory.

# cd /export/SFO/ssoSessionTools/opensso/config/lib

Tip - Backup amsfo.conf before you modify it.

b. Set the following properties:
CLUSTER_LIST=mq-1.example.com:7777,cucmsso2.vrajoli.com.example.com:7777
BROKER_INSTANCE_NAME=msgqbroker

USER_NAME=msgquser

BROKER_PORT=7777

Note — The port used for BROKER_PORT should be the same as the one used in the value of
the

CLUSTER_LIST.

c. Save the file and close it.
13. Generate an encrypted password in a .password file with the following sub
procedure.

a. Change to the bin directory.

# cd /export/SFO/ssoSessionTools/opensso/bin

b. Run amsfopassword.

This command generates an encrypted password, creates a new file named .password, and
stores the encrypted password in the new file.

Caution - amsfopassword creates the .password file in a default location based on where
the scripts were installed. If a different location is used, the PASSWORDFILE property in
amsfo.conf should be changed accordingly.

# ./amsfopassword -e m5gqu5er -f
/export/SFO/ssoSessionTools/opensso/.password

os.name=Sun0S

SUCCESSFUL

c. (Optional)View the encrypted password for verification.

# more /export/SFO/ssoSessionTools/opensso/.password

M270Gb6U4ufRu+oWAzBdWw==
14. (Optional) Modify the amsessiondb script if necessary.

The amsessiondb script (located in the /export/SFO/ssoSessionTools/opensso/bin
directory) starts the BerkeleyDatabase client, creates the database, and sets specific
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database values. It is called when the amsfo script is run for the first time. The amsessiondb
script contains variables that specify default paths and directories. If any of the following
components are not installed in their default directories, edit the amsessiondb script to set
the variables to the correct locations.

IMQ_JAR_PATH=/export/SFO/ssoSessionTools/jmq/imq/lib
JMS_JAR_PATH=/export/SFO/ssoSessionTools/jmq/imq/lib
AM_HOME=/export/SFO/ssoSessionTools

Tip - Backup amsessiondb before you modify it.
15. Restart the session failover components.

a. Change to the bin directory.

# cd /export/SFO/ssoSessionTools/jmq/imq/bin

b. Stop the MessageQueue instance using the product's command line interface.
See theMessage Queue documentation for more information.

c. Run the netstat command to verify that the cucmssoZ2.vrajoli.com broker instance is
stopped.

# netstat -an | grep 7777
If netstat returns no result, the cucmssoZ2.vrajoli.com broker instance is stopped.

Tip - If the cucmsso2.vrajoli.com broker instance is not stopped, kill the process using the
following

procedure.

a. Get the Java process IDs.

# ps -ef | grep java

b. Kill the Java process IDs that were returned.

# Kill -9 #### ####

c. Run netstat again.

d. Restart the cucmsso2.vrajoli.com broker instance.
# cd /export/SFO/ssoSessionTools/opensso/bin
# ./amfso start

e. Run the netstat command to verify that the MessageQueue port is open and listening.
# netstat -an | grep 7777

*7777 ** 0049152 0 LISTEN
16. Log out of the cucmsso2.vrajoli.com host machine.
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16.2.2.2 Configuration of session failover components of windows platform

To Install Session Failover Components on cucmssol.vrajoli.com
OpenAM Enterprise server on Windows

1. Login to the server where you want to install and configure the session failover
components (cucmssol.vrajoli.com)

2. Copy ssoSessionTools.zip to the cucmssol.vrajoli.com host machine,
ssoSessionTools.zip is included in the openam_release9_20100207.zip file under the
tools directory. (openam_release9_20100207 /opensso/tools/ssoSessionTools.zip)

3. Unzip ssoSessionTools.zip to ssoSessionTools folder and cd to ssoSessionTools
folder

C:\>cd ssoSessionTools
4. Run the setup.bat script to install the session tools on Windows systems.

C:\ssoSessionTools>setup.bat
Name of the directory to install the scripts (example: sfoscripts):sfoscripts
The scripts are properly setup under directory: C:\ssoSessionTools\sfoscripts
JMQ is properly setup under directory C:\ssoSessionTools\jmq
5. Change to bin folder.
6. Run the imgbrokerd command to create a new broker instance named msgqbroker.

C:\ssoSessionTools\jmq\imq\bin>imqbrokerd.exe -name msgqbroker -port
7777 &

[25/Sep/2010:23:38:40 IST]

Sun GlassFish(tm) Message Queue 4.4
Sun Microsystems, Inc.

Version: 4.4 (Build 16-a)

Compile: Thu 08/27/2009

Copyright (c) 2009 Sun Microsystems, Inc. All rights reserved. Use is

subject to license terms.

Java Runtime: 1.6.0_21 Sun Microsystems Inc. c:\Program
Files\Java\jdk1.6.0_21\jre

[25/Sep/2010:23:38:40 IST] IMQ_HOME=C:\ssoSessionTools\jmqg\imq
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[25/Sep/2010:23:38:40 IST] IMQ_VARHOME=C:\ssoSessionTools\jmqg\imq\var
[25/Sep/2010:23:38:40 IST] Windows Server 2008 6.0 x86 cucmssol.vrajoli.com (1
cp

u) Administrator

[25/Sep/2010:23:38:40 IST] Java Heap Size: max=190080k, current=15872k
[25/Sep/2010:23:38:40 IST] Arguments: -name msgqgbroker -port 7777
[25/Sep/2010:23:38:40 IST] [B1060]: Loading persistent data...
[25/Sep/2010:23:38:40 IST] Using built-in file-based persistent store: C:\ssoSes
sionTools\jmqg\imq\var\instances\msggbroker\

[25/Sep/2010:23:38:40 IST] [B1039]: Broker
"msgqbroker@cucmssol.vrajoli.com:7777" ready.

7. Run netstat to verify that the newMessageQueue broker instance is up and running.

C:\ssoSessionTools\jmq\imq\bin>netstat -an | findstr 7777

TCP 0.0.0.0:7777  0.0.0.0:0 LISTENING
TCP 10.78.85.131:60787 10.78.85.131:7777 TIME.WAIT
TCP [:]:7777 [::]:0 LISTENING

8. Add a new user named msgquser.

This user will connect to theMessage Queue broker instance on servers
whereMessage Queue is installed. This user will be used only for session failover
purposes, and does not assume the privileges of the guest user. It is a good practice
to create a custom user for such purposes, and not to rely on the known user
accounts or default user accounts to help prevent brute force or DOS attacks.

C:\ssoSessionTools\jmq\imq\bin>imqusermgr.exe add -u msgquser -g admin -p
mb5gquber -i msgqbroker

User repository for broker instance: msgqgbroker
User msgquser successfully added.

9. Disable the guest user. This step ensures that the guest user will not be able to
access the OpenSSO Enterprise server.

C:\ssoSessionTools\jmq\imq\bin>imqusermgr.exe update -u guest -a false -i
msgqbroker

User repository for broker instance: msgqbroker
Are you sure you want to update user guest? (y/n)[n] y

User guest successfully updated.
10. Modify the amsfo.conf file.

amsfo.conf has parameters that are consumed by the OpenSSO Enterprise session
failover startup script, amsfo.

Copyright © 2010 Cisco Systems, Inc. All rights reserved.



. Change to the lib directory.
# cd C:\ssoSessionTools\sfoscripts\config\lib
. Set the following properties:

CLUSTER_LIST=cucmssol.vrajoli.com.example.com:7777,cucmsso2.vrajoli.com.exa
mple.com:7777

BROKER_INSTANCE_NAME=msgqbroker
USER_NAME=msgquser
BROKER_PORT=7777

Note — The port used for BROKER_PORT should be the same as the one used in the
value of the

CLUSTER_LIST.
o Save the file and close it.

11. Generate an encrypted password in a .password file with the following sub
procedure.

Change to the bin directory.
# cd C:\ssoSessionTools\sfoscripts\bin
. Run amsfopassword.bat

This command generates an encrypted password, creates a new file named
.password, and stores the encrypted password in the new file.

Caution — amsfopassword creates the .password file in a default location based on
where the scripts were installed. If a different location is used, the PASSWORDFILE
property in amsfo.conf should be changed accordingly.

C:\SSOSES~1\SFOSCR~1\bin>amsfopassword.bat -e m5gqub5er -f
c:\ssoSessionTools\sfoscripts\.password
os.name=Windows Server 2008

SUCCESSFUL
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12. start the cucmssol.vrajoli.com broker instance. To start the amsfo.pl you need to
have Perl installed on OpenAM host. In this guide ActivePerl 5.12.2 Build 1202 has
been installed on Windows machine where OpenAM is installed.

C:\ssoSessionTools\sfoscripts\bin>amsfo.pl
c:\ssoSessionTools\sfoscripts\config\lib\amsfo.conf start

starting J]MQ Broker

C:/ssoSessionTools/jmq/imq/bin/imgbrokerd.exe -bgnd -silent -vmargs "-Xms256m -
Xmx512m" -name msgqbroker -port 7777 -cluster
cucmssol.vrajoli.com:7777,cucmssoZ2.vrajoli.com:7777

starting amsessiondb client

c:/Program Files/Java/jdk1.6.0_21/jre/bin/java.exe -classpath
"C:/ssoSessionTools/jmq/imq/lib/imq.jar;C:/ssoSessionTools/jmq/imq/lib/jms.jar;C:/
ssoSession

Tools/ext/je.jar;C:/ssoSessionTools/locale;C:/ssoSessionTools/lib/am_sessiondb.jar;."
com.sun.identity.ha.jmqdb.client. FAMHaDB -a cucmssol.vrajoli.com:7777,

cucmsso2.vrajoli.com:7777 -u msgquser -f C:/ssoSessionTools/sfoscripts/.password -b
/tmp/amsession/amsessiondb -m c:\ssoSessionTools\sfoscripts\config\l

ib\amsfo.conf
Initializing and connecting to the Message Queue server ...
Successfully started.

13. Run the netstat command to verify that the MessageQueue port is open and
listening.

C:\ssoSessionTools\sfoscripts\bin>netstat -an | findstr 7777

TCP 0.0.0.0:7777  0.0.0.0:0 LISTENING
TCP 10.78.85.131:60787 10.78.85.131:7777 TIME.WAIT
TCP [:]:7777 [::]:0 LISTENING

To Install Session Failover Components on cucmsso2.vrajoli.com OpenAM Enterprise
server on Windows

1. Login to the server where you want to install and configure the session failover
components (cucmssol.vrajoli.com)

2. Copy ssoSessionTools.zip to the cucmssol.vrajoli.com host machine,
ssoSessionTools.zip is included in the openam_release9_20100207.zip file under the
tools directory. (openam_release9_20100207 /opensso/tools/ssoSessionTools.zip)

3. Unzip ssoSessionTools.zip to ssoSessionTools folder and cd to ssoSessionTools
folder

C:\>cd ssoSessionTools

4. Run the setup.bat script to install the session tools on Windows systems.
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C:\ssoSessionTools>setup.bat
Name of the directory to install the scripts (example: sfoscripts):sfoscripts
The scripts are properly setup under directory: C:\ssoSessionTools\sfoscripts
JMQ is properly setup under directory C:\ssoSessionTools\jmq
5. Change to bin folder.
6. Run the imgbrokerd command to create a new broker instance named msggbroker.

C:\ssoSessionTools\jmq\imq\bin>imqbrokerd.exe -name msgqbroker -port
7777 &

[25/Sep/2010:23:38:40 IST]

Sun GlassFish(tm) Message Queue 4.4
Sun Microsystems, Inc.

Version: 4.4 (Build 16-a)

Compile: Thu 08/27/2009

Copyright (c) 2009 Sun Microsystems, Inc. All rights reserved. Use is

subject to license terms.

Java Runtime: 1.6.0_21 Sun Microsystems Inc. c:\Program
Files\Java\jdk1.6.0_21\jre

[25/Sep/2010:23:38:40 IST] IMQ_HOME=C:\ssoSessionTools\jmq\imq
[25/Sep/2010:23:38:40 IST] IMQ_VARHOME=C:\ssoSessionTools\jmq\imq\var
[25/Sep/2010:23:38:40 IST] Windows Server 2008 6.0 x86 cucmssol.vrajoli.com (1
cp

u) Administrator

[25/Sep/2010:23:38:40 IST] Java Heap Size: max=190080k, current=15872k
[25/Sep/2010:23:38:40 IST] Arguments: -name msgqgbroker -port 7777
[25/Sep/2010:23:38:40 IST] [B1060]: Loading persistent data...
[25/Sep/2010:23:38:40 IST] Using built-in file-based persistent store: C:\ssoSes
sionTools\jmq\imqg\var\instances\msggbroker\

[25/Sep/2010:23:38:40 IST] [B1039]: Broker
"msggbroker@cucmssol.vrajoli.com:7777" ready.

7. Run netstat to verify that the newMessageQueue broker instance is up and running.
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C:\ssoSessionTools\jmq\imq\bin>netstat -an | findstr 7777

TCP 0.0.0.0:7777  0.0.0.0:0 LISTENING
TCP 10.78.85.131:60787 10.78.85.131:7777 TIME.WAIT
TCP [:]:7777 [::]:0 LISTENING

8. Add a new user named msgquser.

This user will connect to theMessage Queue broker instance on servers
whereMessage Queue is installed. This user will be used only for session failover
purposes, and does not assume the privileges of the guest user. It is a good practice
to create a custom user for such purposes, and not to rely on the known user
accounts or default user accounts to help prevent brute force or DOS attacks.

C:\ssoSessionTools\jmq\imq\bin>imqusermgr.exe add -u msgquser -g admin -p
mb5gqub5er -i msgqbroker

User repository for broker instance: msggbroker
User msgquser successfully added.

9. Disable the guest user. This step ensures that the guest user will not be able to
access the OpenSSO Enterprise server.

C:\ssoSessionTools\jmq\imq\bin>imqusermgr.exe update -u guest -a false -i
msgqbroker

User repository for broker instance: msgqbroker
Are you sure you want to update user guest? (y/n)[n] y

User guest successfully updated.
10. Modify the amsfo.conf file.

amsfo.conf has parameters that are consumed by the OpenSSO Enterprise session
failover startup script, amsfo.

e Change to the lib directory.
# cd C:\ssoSessionTools\sfoscripts\config\lib
e Set the following properties:

CLUSTER_LIST=cucmssol.vrajoli.com.example.com:7777,cucmsso2.vrajoli.com.exa
mple.com:7777

BROKER_INSTANCE_NAME=msggbroker
USER_NAME=msgquser

BROKER_PORT=7777
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Note — The port used for BROKER_PORT should be the same as the one used in the
value of the

CLUSTER_LIST.

» Save the file and close it.
11. Generate an encrypted password in a .password file with the following sub
procedure.

Change to the bin directory.
# cd C:\ssoSessionTools\sfoscripts\bin
¢ Run amsfopassword.bat

This command generates an encrypted password, creates a new file named
.password, and stores the encrypted password in the new file.

Caution - amsfopassword creates the .password file in a default location based on
where the scripts were installed. If a different location is used, the PASSWORDFILE
property in amsfo.conf should be changed accordingly.

C:\SSOSES~1\SFOSCR~1\bin>amsfopassword.bat -e m5gqu5er -f
c:\ssoSessionTools\sfoscripts\.password

os.name=Windows Server 2008
SUCCESSFUL

12. Start the cucmsso2.vrajoli.com broker instance. To start the amsfo.pl you need to
have Perl installed on OpenAM host. In this guide ActivePerl 5.12.2 Build 1202 has
been installed on Windows machine where OpenAM is installed.

C:\ssoSessionTools\sfoscripts\bin>amsfo.pl
c:\ssoSessionTools\sfoscripts\config\lib\amsfo.conf start

starting J]MQ Broker

C:/ssoSessionTools/jmq/imq/bin/imgbrokerd.exe -bgnd -silent -vmargs "-
Xms256m -Xmx512m" -name msgqgbroker -port 7777 -cluster
cucmssol.vrajoli.com:7777,cucmssoZ2.vrajoli.com:7777

starting amsessiondb client

c:/Program Files/Java/jdk1.6.0_21/jre/bin/java.exe -classpath
"C:/ssoSessionTools/jmq/imq/lib/imq.jar;C:/ssoSessionTools/jmq/imq/lib/jms.jar
;C:/ssoSession

Tools/ext/je.jar;C:/ssoSessionTools/locale;C:/ssoSessionTools/lib/am_sessiondb.ja
r;." com.sun.identity.ha.jmqdb.client. FAMHaDB -a cucmsso1.vrajoli.com:7777,

cucmsso2.vrajoli.com:7777 -u msgquser -f
C:/ssoSessionTools/sfoscripts/.password -b /tmp/amsession/amsessiondb -m
c:\ssoSessionTools\sfoscripts\config\!
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ib\amsfo.conf
[nitializing and connecting to the Message Queue server ...
Successfully started.

13. Run the netstat command to verify that the MessageQueue port is open and
listening.

C:\ssoSessionTools\sfoscripts\bin>netstat -an [ findstr 7777
TCP 0.0.0.0:7777 0.0.0.0:0 LISTENING

TCP 10.78.85.131:60787 10.78.85.131:7777 TIME_WAIT
TCP [:]:7777 [:]:0 LISTENING

16.2.3 Installation and configuration of OpenAM Enterprise servers
for session failover.

16.2.3.1 Installation of OpenAM Enterprise server 1

Browse the OpenAM URL: https://cucmssol.vrajoli.com:8443 /opensso, you will see the

below Configurator. Click on Create New Configuration under Custom Configuration.

https://cucmssol.vrajoli.com:8443/opensso/config/ options.htm

Cor Java
Please select a configuration option.
Default Configuration Custom Configuration
Enter only the passwords for Allows you to specify all
the default administrator and configuration parameters
the agent accesser. All other including the type of data store, L
data is configured using default encryption properties, user data
parameters. This option should store, etc. This option has the
be used primarily for evaluation most flexibility in setting up your
or development purposes. installation.

Create Default Configuration Create New Configuration

Copyright © 2008 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,California 95054,
U.S.A. All rights reserved. Sun Microsystems, Inc. has intellectual property rights relating to

technology embodied in the product that is described in this document. In particular, and without
limitation, these intellectual property rights may include one or more of the U.S. patents listed at
http://www.sun.com/patents and one or more additional patents or pending patent applications in the
U.S. and in other countries. U.S. Government Rights - Commercial software. Government users are
subject to the Sun Microsystems, Inc. standard license agreement and applicable provisions of the
FAR and its supplements. Use is subject to license terms. This distribution may include materials

Done 4 F110% #*
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Create a new password for default user [amAdmin]

) OpenSSO - Mozilla Firefox

- € o (CIRTEREE htps://cucmssol.vrajol.com:8443/opensso/config/options. htm
| 7)1 Opensso I

Configuration Options
Please select a configuration option.

OpenSSO Configurator
d Custom Configuration Option

=+ General Step 1: General

Enter the password for the default user, amAdmin. The password must be at least 8
characters in length. If this configuration will be part of an existing deployment, the
password you enter must match that of the original deployment.

y 2. Server
Settings

Configuration
Store

User Store Default User Password

bun Microsystems, Inc., 4150 Netv g'ter ti
erved. Sun Microsystems, Inc. ha onfiguration

d in the product that is describedii SN *Password FOK

ual property rights may r-:!L‘ Information )
/patents and one or more additio Confirm Password |essssssss

Summary

*Indicates required field

Default User [amAdmin]

system
of Sun

O 10 Countries subject 10

| Done o F110% | #
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Click on Next button,

) OpenSSO - Mozilla Firefox

- C 2 [CINERRER hetps://cucmssoL.vrajol.com:8443/epenssofconfig/aptions.htm

| 11 OpenSsO

Configuration Options

Please select a configuration option.

OpenSSO Configurator

4 Custom Configuration Option

General

Server
Settings

Configuration
Store

User Store

Site

bun Microsystems, Inc., 4150 Nety Configuration

erved. Sun Microsystems, Inc. ha
d in the product that is d

Agent
llectual prope

Information

Summary

Step 2: Server Settings
Confirm the following settings to use for the server.

“Indicates required field
Server Settings

*Server URL |hftps:/.’cucmsso1 ‘vrajoli‘con"

* Cookle Domain
" Platform Locale

* Configuration Directory |frootlopensso

Previous | NG

10 countries subject 10

b3

~

o FL10% #°
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Click on next button,

) OpensSSO - Mozilla Firefox
ol &

.| 1 OpenSSO [=]

bun Microsystems, Inc., 4150 Netv
erved. Sun Microsystems, Inc. ha
gd in the product that is described
llectual property rights may incluc
/patents and one or more additio
puntries. U.S. Government Rights
Microsystems, Inc. standard licen
nents. Use is subject to license 4
parties. Sun, Sun Microsystems
egistered trademarks of Sun Micrg
rks are used under license and a
gl, Inc. in the U.S. and other coun
cture developed by Sun Microsys

entities identified on U.S. export
i specially designated nationals i

clusion li

General

Server
Settings

Configuration
Store

User Store

Site
Configuration

Agent
Information

Summary

a1 (CTRTETHI] hrps://cucmssol. vrajol.com:8443/ apensso/ config/options. htm

OpenSSO Configurator

Custom Configuration Option

Step 3: Configuration Data Store Settings

If no other OpenSSO instance already exists in the environment, then choose First
Instance. If one or more OpenSSO instances already exist in the environment, choose
Add to Existing Deployment.

@ First Instance O Add to Existing Deployment?
* Indicates required field

Configuration Store Details

® OpensSO O Sun Java System Directory

Configuration Data Store
Server

* SSL/TLS Enabled

* Host Name

9IBAZKZIEICUJYZhE+ewOV|

* Port

* Encryption Key

* Root Suffix ‘dc=0penssu‘dc=java‘dc=ne|

Previous

, including, but not limited to, the
s strictly prohibited.

sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054,

v

>

Done

o Fl10% #
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Select OpenSSO User Data Store radio button and click Next,

) OpensSSO - Mozilla Firefox
ol &
] 1 OpenSSO

a1 (CTRTETHI] hrps://cucmssol. vrajol.com:8443/ apensso/ config/options. htm

(2N

Configuration Opfions
Please select a configuration option.

OpenSSO Configurator
: Custom Configuration Option

1. General Step 4: User Data Store Settings ™'

pa ‘You can use the data store that comes with the OpenSSO configuration data store, or

:: - 22;‘;:;5 you can use a different user data store. A good practice for setting up production

| environments is to use an external user data store, one that is different than the
ce 3. Configuration OpenSSO user data store. Please note that Policy Service and LDAP Authentication
Store Module shall be configured to use the Directory Administrator DN and Password

provided here.

=+ User Store .
{3 OpenSS0O User Data Store

5. Site O Other User Data Store

fun Microsystems, Inc., 4150 Netv Configuration * Indicates required field

erved. Sun Microsystems, Inc. ha
e =T A
llectual property rights may incluc Information

/patents and one or more additio

puntries. U.S. Government Rights Jir8 Summary
Microsystems, Inc. standard licen

nents. Use is subject to license 4

parties. Sun, Sun Microsystems

egistered trademarks of Sun Micr

rks are used under license and a

gl, Inc. in the U.S. and other coun

© The use of a OpenSSO user data store is supported only for
demonstration purposes or in development environments. The
OpenSSO user data store is not supported in production environments.

cture developed by Sun Microsys;
usively licensed throug

Previous | = Next Cancel

v
< >
Done & F110% #
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Under Site Configuration, check the Yes radio button and enter a name for sitename and
provide the loadbalancer URL (which was setup in section 3.1) and click on Next button.

Example for Loadbalancer URL: https://ssoloadbal.vrajoli.com:8443 /opensso
%) OpensSO - Mozilla Firefox =13

i) a1 (CINTERREIN] hips:// cucmssoL.vrajol. com:8443/ opensso/ config/options. 7 -] [ Google £
1 OpenSSO =] =

Configuration Options
Please select a configuration option.

OpenSSO Configurator

_E' Custom Configuration Option

General Step 5: Site Configuration

Server Will this instance be deployed behind a load balancer as part of a site configuration?

Settings O No

®
Configuration #Yes

Store Indicates required field

User Store Site Configuration Details

Site This is the first instance of OpenSS0O, and ne site configurations
erved. Sun Microsystems, Inc. ha Configuration currently exist. To create a new site configuration, provide the L

ed in the product that is described Agent [eloypgliomaten

llectual property rights may inclu Information * Site Name FOK

/patents and one or more additiol
puntries. U.S. Government Rights I SSTIiE1Y a https://ssoloadbal.vre

pun Microsystems, Inc., 4150 Nety

parties. Sun, Sun Microsystems, 1
egistered trademarks of Sun Micrs
rks are used under license and a

loped by Sun Microsys
usively licensed throug

Previous | = Next

direct or indirect, are strictly prohibited. EXport or reexport 1o Countries subject 1o

entities identified on U.S. export exclusion lists, including, but not limited to, the B |
< b
Done & F110% #
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Create password for Default Policy Agent and click Next button,

) OpensSSO - Mozilla Firefox
ol &
' ] 1 OpenSSO

Configuration Options

Please select a configuration option.

OpenSSO Configurator
=, Custom Configuration Option

General Step 6: Default Policy Agent User"-

These settings are used by OpenSSO policy agents for retrieving policy agent

Server =
properties.

Settings

Configuration Indicates required field

Store Policy Agent User

User Store
Default Policy Agent [UrlAccessAgent]

un Microsystems, Inc., 4150 Netv Site ) .
erved. Sun Microsystems, Inc. ha Configuration * Password [e0eecsccs | mok
d in the product that is d ibec

Agent
llectual property rights may incluc Ingformation ” Confirm Password m

/patents and one or more additio

Summary

egistered trademar
s are used under lic
Inc. in the U.S. and other
loped un Mi
usively li
y U.S. Export Control lay

Previous | Next | Cancel | |
< >

Done & F110% #
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Click on Create Configuration button.

%) OpenSSO - Mozilla Firefox =]
- € ¥ w (CJNEEFE hps://cucmsso1 vrajol.com:8443/ epensso/ config/optians. tm ¢ -] [M=/Googe 7

| 1 OpenSSO [=]

Configuration Opfions

Please select a configuration option.

OpenSSO Configurator
: Custom Configuration Option

General Configurator Summary Details

Take a moment to review the settings below. If any values are incorrect you may go

Server back and modify the settings prior to configuration.

Settings

Configuration Configurator Summary Details

Store

Configuration Store Details edit...

User Store SSL/TLS Enabled No
. Host Name localhost
sun Microsystems, Inc., 4150 Nety ﬁgiﬁ Lration Listening Port 50389
erved. Sun Microsystems, Inc. ha 9 Root Suffix dc=opensso,dc=java,dc=net
ed in the product that is describecity Agent User Name cn=Directory Manager
llectual property rights may incluc Information Directory Name /root/opensso
/patents and one or more additio
l‘{”mes-iu‘s- Ci“-.-o‘-v-‘el‘tnm:nideilghis Summary User Store Details edit...
Microsystems, Inc. standard licen
1ents.JU5& is subject to license td Using Configuration Store Settings
arties. Sun, Sun Microsystems
zgistered e 6 S (e Site Configuration Details edit...
rks are used under license and a Site Name vrajoliamsfo
gl, Inc. in the U.S. and other coun
cture developed by Sun Microsys;
usively licensed throug

Load Balancer URL https://ssoloadbal.vrajoli.com:8443/opensso

Previous = Create Configuration

v
< >
Done & F110% #
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Click on Proceed to Login link.

) OpensSSO - Mozilla Firefox
© - ¢ X o (O hps:/jcumssot vrajol.com: 8443/ opensso/ confi/optons. i
| .. 1 Loacfing... .

OpenSSO Configurator

Custom Configuration Option

General

Server
Settings

Configuration
Store

User Store

Site
Configuration

Agent
Information

Summary

Configurator Summary Details

Take a mom Configuration Complete ny values are incorrect you may go

back and mo

Proceed to Login

User Store Details =dit...
Using Configuration Store Settings

Site Configuration Details edit...

Site Name vrajoliamsfo
Load Balancer URL https://ssoloadbal.vrajoli.com:8443/opensso

<

_Previous | Create Configuration |

Transferring data from cucmsso1.vrajoli.com...

3 F110%

|
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You will be presented with OpenAM login page.

) OpensSSO (Login) - Mozilla Firefox

L
Lr

ps://cuemssol wrajol.com:8443/opensso/Ul/Login

i

£ (iee.

| [ 1 OpenSSO (Login)

Opensso

Sign in to Open3SSO

User Name: ||

Password: |

Logn

@Sun.

Copyright © 2008 Sun Micresystems, Inc., 4150 Network Circle, Santa Clara,California 95054,
U.S.A. All rights reserved. Sun Microsystems, Inc. has intellectual property rights relating to
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hittp://www.sun.com/patents and one or more additional patents or pending patent applications in the
U.S. and in other countries. U.S. Government Rights - Commercial software. Government users are
subject to the Sun Microsystems, Inc. standard license agreement and applicable provisions of the
FAR and its supplements. Use is subject to license terms. This distribution may include materials
developed by third parties. Sun, Sun Microsystems, the Sun logo, Java, Solaris and the Solaris logo
are trademarks or registered trademarks of Sun Microsystems, Inc. in the U.S. and other countries.
All SPARC trademarks are used under license and are trademarks or registered trademarks of
SPARC International, Inc. in the U.S. and other countries. Products bearing SPARC trademarks are
based upon architecture developed by Sun Microsystems, Inc. UNIX is a registered trademark in the
U.S. and other countries, exclusively licensed through X/Open Company, Ltd. This product is
covered and controlled by U.S. Export Control laws and may be subject to the export or import laws
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16.2.3.2 Installation of OpenAM Enterprise server 2
Browse the OpenAM URL: https://cucmsso2.vrajoli.com:8443 /opensso, you will see the

below Configurator. Click on Create New Configuration under Custom Configuration.
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%) OpensSS0 - Mozilla Firefox

https://cucmsso2.vrajoli.com:8443/opensso/ config/options. htm

Please select a configuration option.

Default Configuration Custom Configuration

Enter only the passwords for Allows you to specify all

the default administrator and configuration parameters

the agent accessor. All other including the type of data store,
data is configured using default encryption properties, user data
parameters. This option should store, etc. This option has the
be used primarily for evaluation most flexibility in setting up your
or development purposes. installation.

Create Default Configuration Create New Configuration

Copyright © 2008 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,California 95054,
U.S.A. All rights reserved. Sun Microsystems, Inc. has intellectual property rights relating to
technology embodied in the product that is described in this document. In particular, and without
limitation, these intellectual property rights may include one or more of the U.S. patents listed at
http://mww.sun.com/patents and one or mere additicnal patents er pending patent applications in the
U.S. and in other countries. U.S. Government Rights - Commercial seftware. Government users are
subject to the Sun Microsystems, Inc. standard license agreement and applicable provisions of the
FAR and its supplements. Use is subject to license terms. This distribution may include materials
developed by third parties. Sun, Sun Microsystems, the Sun lego, Java, Solaris and the Solaris logo
are trademarks or registered trademarks of Sun Microsystems, Inc. in the U.S. and other countries.
All SPARC trademarks are used under license and are trademarks or registered trademarks of
SPARC International, Inc. in the U.S. and other countries. Preducts bearing SPARC trademarks are
based upon architecture developed by Sun Microsystems, Inc. UNIX is a registered trademark in the
U.S. and other countries, exclusively licensed through X/Open Company, Ltd. This product is
covered and centrolled by U.S. Expert Control laws and may be subject to the export er import laws
in other countries. Nuclear, missile, chemical biclogical weapons or nuclear maritime end uses or
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Create a password for default user [amAdmin] and click on Next button,

) OpensSSO - Mozilla Firefox

BT

1 heeps:// cuemsso2. vrajol.com:8443/ opensso config/ options. him

Done

itation, these

are trademarks
All SPARC trad
SPARC Internat
based upon arc
U.S. and other d

P
=

Configuration Options

OpenSSO Configurator

Custom Configuration Option

= General

Server Settings

Configuration
Store

User Store

Site
Configuration

Agent
Information

Summary

covered and controlled

in other countri

Step 1: General

Enter the password for the default user, amAdmin. The password must be at least 8
characters in length. If this configuration will be part of an existing deployment, the
password you enter must match that of the original deployment.

*Indicates required field

Default User Password

Default User [amAdmin]

* Password ‘......l.. |0K

* Confirm Password sesesssss |

Control laws and may be subject to the export or import laws
chemical biclogical weapens or nuclear maritime end uses or

B

o Fl10% #
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Click on Next button,

) OpensSSO - Mozilla Firefox

BT

htps://cucmsso2.vrajol. com:8443/opensso/ config/options. tm

£
=

Configuration Options

OpenSSO Configurator

Custom Configuration Option

General

Server
Settings

Configuration
Store

User Store

Site
Configuration

Agent
Information

itation, these [EEEECEIIETY

are trademarks
All SPARC trade
SPARC Internat
based upon arc
U.S. and other ¢

Step 2: Server Settings -

Confirm the following settings to use for the server.

*Indicates required field

Server Settings

*Server URL |https:!/cucm5502‘vrajoli‘corr‘

" Gookle Domain
* Platform Locale

* Configuration Directory |.’root.’opensso

Previous | {Next

covered and controlled ort Control laws and may be subject to the export or import laws

in other countri

Done

chemical biclogical weapens or nuclear maritime end uses or

o Fl10% #
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Check ‘Add to Existing Deployment’ radio button and enter the OpenAM Enterprise server 1
URL under Server URL text box and click on Next button.

NOTE: Before this, you need to import the OpenAM Enterprise server 1 certificate to the
OpenAM Enterprise Server 2’s trust store.

%) OpensSS0 - Mozilla Firefox ‘:I@”XJ

hitps://cucmsso2.vrajol. com:8443/opensso/ config/optins. i 7 -] [ Google £

B

OpenSSO Configurator
Custom Configuration Option

General Step 3: Configuration Data Store Settings"

If no other OpenSSO instance already exists in the environment, then choose First
Instance. If one or more OpenSS0O instances already exist in the environment, choose
Add to Existing Deployment.

Server
Settings

Configuration

i O isti ?
ctora O First Instance @ Add to Existing Deployment?

* Indicates required field

Configuration Store Details
Site
Configuration

bﬂpszﬁcucmssm .vrajoli.com:8443/opensso
HEOoK

* Server URL

URL of the existing OpenSSO server. ex:

Summary http://server.co.com:8080/opensso

. New OpenSSO instance port settings
U.S. and in othe * Listening Port 51389

subject to the S
* Replication Port 59989

The existing OpenSSO instance is not set up for replication. The following ports

SPARC Internat Cancel

based upon arc _
U.S. and othel ies, r Ltd. This product is
ort or impert \at
e end uses or
S sub)j v
Done & F110% 4
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Under Site Configuraiton, check the ‘Yes’ radio button and enter a site name which should
be same as the one which was used in OpenAM Enterprise server 1. Click Next button.

Enter the Load Balancer URL which was setup in section 3.1, example:
https://ssoloadbal.vrajoli.com:8443/opensso

Click on Create Configuration button.

?) OpensSSO - Mozilla Firefox ‘;IEHZJ

hetps://cucmsso2.vrajol. com:8443/apensso/ config/options. tm A

s

OpenSSO Configurator

Custom Configuration Option

General Configurator Summary Details

Take a moment to review the settings below. If any values are incorrect you may go

Server back and modify the settings prior to configuration.

Settings

Configuration Configurator Summary Details

Store
Configuration Store Details edit...
SSL/TLS Enabled No
Host Name localhost
Listening Port 51389
Root Suffix dc=opensso,dc=java,dc=nst
User Name cn=Directory Manager
Directory Name /root/opensse

Site
Configuration

Summary Site Configuration Details =dit...

limitation, these Site Name vrajoliamsfo
Load Balancer URL https://sscloadbal.vrajoli.com:8443/opensso

are trademarks
All SPARC trad
SPARC Internat

Previous | Create Configuration |

based upon arc - S ——— N —— -

U.S. and oth i icensed throug n Company, Ltd. This product is

covered and [ .S. Export Control laws and may be subject to the export or import laws

in oth un L hemical biclogical weapons or nuclear maritime end uses or

end us whether direct or indirect, are strictly prohibited. Export or reexport to countries subject to v
Done & F110% #
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Click on Proceed to Login link.

%) OpenSSO - Mozilla Firefox

@ > C X & https f‘lcucmssuz vra]uh com: WB/upenssuf‘cmnﬁglnptmns htm
1 Loadlng =3

OpenSSO Configurator
Custom Configuration Option
. General Configurator Summary Details

. Server
Settings

. Configuration
Store

. Site
Configuration

Summary

Lo&ad"eamear URL hﬁf.}sﬂ‘s%badﬂa} vrajoli.com:8443/opensso

Take a moment to revrew the settlngs belnw If any values are incorrect you may go

Transferring data from cucmsso2.vrajol.com...
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B

16.2.3.3 Configure OpenSSO Enterprise for Session Failover

Access https://cucmssol.vrajoli.com:8443 /opensso from a web browser.

Login to OpenAM Enterprise console.
Click the Configuration tab.
Under Global properties, click Session.

Under Secondary Configuration Instance, click New.

In the Add Sub Configuration page, provide the following information.
Name Select External

Session Store User Enter msgquser

Session Store Password Enter m5gqu5er

Session Store Password (confirm) Enter m5gqu5er

Maximum Wait Time Keep the default value of 5000.

Database URL Enter
cucmssol.vrajoli.com:7777,cucmsso2.vrajoli.com:7777.

This is theMessage Queue broker address list. Enter
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multiple values using a comma and no space.
Click Add.
Click Save.

Log out of the OpenSSO Enterprise console.

16.3 Configuring SSO on Cisco Unified Communications
Manager with AMSFO setup

Access Load Balancer URL (https://ssoloadbal.vrajoli.com:8989) from the web browser, Click the

Lock icon on the right bottom corner, click on view certificate button. Go to Details tab and export the
certificate to your local machine from where you are browsing.

Since there is a replication setup running on all the OpenSSO Enterprise servers in AMSFO
environment, Policies, Authentication Module instances and J2EE Agents created on one OpenSSO
Enterprise server, gets replicated on rest OpenSSO Enterprise servers.

For the Authentication module instance, you need to create a keytab for load balancer host and not
for the OpenSSO Enterprise server hosts. Place the load balancer keytab file on both the OpenSSO
Enterprise host filesystem.

Create OpenAM Policies, Authentication Module instance and J2EE agent profile on any one of the
OpenSSO Enterprise server, for creating policies, Authentication module instance and J2EE agent
profile refer to section 10.1, 10.2 and 10.3

Logon to CUCM OS Administration page; go to Security > Certificate Management - Upload
certificate.

Select certificate type as tomcat-trust, and browse for the above load balancer certificate which you
saved in the above step, after browsing click on upload button.

Now Logon to command line interface of CUCM 8.5, and execute the command ‘utils sso enable’ with
OpenSSO URL as your Load Balancer host (https://ssoloadbal.vrajoli.com:8443/opensso).
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